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Planning for CybersecuritY
How do we balance what seems
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keeping our networks safe from
internal and external attacks
requires sound planning. Planning
must incorporate ideas as diverse
as the selection of the applications
we intend to use, the infrastructure
that will carry and deliver the
requests for information from those
applications, and the management
systems needed to ensure that
everything works and is protected.

The general guideline that the
more complex the service you of{er
in an online environment the more
critical security is to the success of

#tusers and threeign:users say they fear
endangers their
.r.:
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Do we have staff with the skills
required to keep our systems
operational, and have we considered questions as commonPlace as
What protects sensitive university
data when that data is downloaded
to the desktops of people working
from home?

The questions seem endless and
often result in solutions that appear
overwhelming from fiscal and
operational perspectives. Yet, we
cannot ignore what has been called
the most significant barrier to the
success of an enterprise's ecommerce growth-a lack of
security.

Several questions come to mind
when thinking about security. Do
we use traditional security services

successful implementation of
security measures is a result of a

devices, firewalls, virtual private
networks or encryption?

two thirds of the

plans and presented a strategY for
sustained support and upgrades
during a security system's life

the service demands that we
understand the different components of security.

like virus scanners, access control

tgers,News Agency

Have we integrated our securiQ
requirements into our business

Do we use them in a standalone mode or as part of an
integrated solution?

Do we and others in our
organizations have a complete
understanding of what each
component brings to the proposed
security solution, or do we find
ourselves in the situation of having
implemented "first line" security
measures and having others think
that our implementation is the

"cure all" solution?

We need to recognize that no
one solution fits all needs, and a

comprehensive plan involving
input from many parts of the

institution's communi$.
Lest we think that we are
immune from concern, ask the

Microsoftm people how they feel
about the theft of their source
code. If a securip breach can
happen to Microsoft, it surely can
happen to us.
The timely and thoughtful
articles in this issue of the Joumal
should provide a framework for us
to build on as we assess our needs
and define our plans.

V

{f:1s

rn*,trt

ty

{ {"sM1${rr,*-

i%rmffi$

c

E

{n ru*M'i *

-*uq#mx

4

&flY$wpwrry%

"n

FAX " r1lffi
It":*",*}*,
4***

!'i'

@

"

ffi

Think about it. One of the biggest
problems you face is communication,

or rather the lack of good, efficient
communication, among all the members
of your educational community.
FirstClass Unified Communications from
Centrinity solves the problem.
FirstClass enables and promotes
easv one-to-one and collaboratir.e communication among community members.

Seamless group communications are
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enhanced through shared calendars and

workspaces, distance learning, online
con[erences, secure discussion areas,

Internet publishing and database
integration. And FirstClass Unified
Communications brings it all together.
Voicemail, email, faxes and real-time
chat are all unified on one platform and
can be accessed from anvwhere, any-

time using a computer, web browser,
telephone or hand-held device.

Learn holr,, easy it is to put FirstClass
Unified Communications to work for your
academic community. Call 1-888-808-0388
for a free CD-ROM that will show
you that there really is a better way
to communicate.

CCNrn NITY
www.centrinity.com

Security is a strange animal. We feel secure going through a green
traffic signal, believing that the person with the red light will stop. For
,o*" of ur. security is a fluffy down comforter on a cold night For
others ii is knowing that an eight-hour workday will,bring.a slip of green
paper from an employer. For increasing numbers of us, it's knowing
that information sent over the lnternet is private and secure.

Anyone can see the flaws in each of these scenarios. ln most cases,
the user is placing a large degtee of faith and trust in someone or
something else. Careless drivers run red lights. The down comforter
may leelwarm and secure as it protects us {rom the cold, but it
wouldn't be much help in the face of danger. Checks bounce. And
even the most secure of government and banking systems on the
Internet have been breached.
So what's a college to do? It may be tempting to pull the com{orter
up around our ears and snuggle in. However. with the expansion of the
Internet and its increasing presence in our lives. ii is impossible to
predict who may be poised to yank that cover off.

Who'r; Out There?

by Curt Harler
Contributing Editor
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In 1'act, both the beauty and the bane of the Internet is its very
openness. Yet despite this openness and because o{ its ubiquity. many
collegrus are using the Internet for more than simple communications.
One i.vonderfully potent tool is the implemerrtation in October of e

of Telecommunlcations n Higher Educatlon Y Spr no 2001

signature legislation by the U.S.
government. This legislation
provides for acceptan ce of electronic signatures, mandating that
they are just as valid and binding as
pen-and-ink signatures. That's
wonderful for a student who wants
to pay tuition on the Net or the

people in procurement who want
to order hve dozen brooms on the
UniversiQ's account.
It's also a whale of a securi!
challenge. What makes the prospect more daunting is the fact that
many of the most talented and
dedicated hackers are not into their
sport (and sport it is) for money like
a professional basketball

player-

rather, they revel in the challenge.
Much like a mountain climber who
ascends a peak "because it's
there," the hacker will try to crack a
network simply because it presents
an interesting challenge.

triggered growth for the Internet
securiQ market. "lt is easier and
more cost-effective for companies
to prevent these mishaps than to
pay for the aftermath," explains
Lam, senior network infrastructure
analyst at Bear Stearns. "As
companies venture into the ecommerce realm, they will need to
provide their customers with the
highest standards of reliability and
privacy. "

Two Common Systems
There are two common kinds of
document or communication securip: secure sockets layer (SSL) and
the public key pair, variously termed
public key infrastructure (PKI) or
public key encryption (PKE).
SSL was developed by Netscape
Communications to allow encrypted, authenticated messages to
be sent across the Internet with a

relative degree of security. Typically, SSL transmissions carry the

"https" designation in the URL line.
In the SSL connection, each side
of the connection presents a
certification to the other which
shows it is using security. SSL is
found in many transmissions which
run between a Web browser and a
Web server.
The SSL protocol is designed to
provide privacy, authentication,
and message integrity. To accomplish this, each end of the conversation must have a security
certificate which it exchanges with
the computer at the other end.
Each end then encrypts what it is
sending, using information from
both its own certificate and from
the target computer's certificate.
The result is that, under normal

Hot Topic
While the I Love You and
Melissa viruses may have crippled
systems globally, for the Internet

My9oft,neN

securi$ sector such occurrences
are a sign that business is booming,
according to analysts Bob Lam and
Olivia Golden at Bear Stearns
(http: //www. bearstearns. com ) in

New York.
Bear Stearns published a l7lpage report entitled, "Mission

Critical: The Push into E-Commerce Makes Security Priority No.
1. " The analysts found that resolving Internet securiQ issues will
always be an essential and unavoidable priorip for entities
worldwide, and they believe that
ever-changing technology will
require constant securiQ supervision not only for IT managers but
at all levels of management.
According to the analysts, these
attacks created business and
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Three database options

I

Time saving technology relevant to your needs.

I

Secure access from anywhere on your network.

is as friendly and familiar as your web browser.

-

MS SQL Oracle, progress.

A /eadinq nationa/ web conoultin4 firm, Oakland gyateme
Oroup reccntly otatad: "Compcob MySoft.net is not a
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ta

finish
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Collaborative Text Chat
E-Mail Management
Response System
Real-Time Reporting

Telephony lntegration
Migrating your call center to a
21st Century multimedia contact center
is easier and more affordable than
you would think

Let us show you how

conditions, only the intended
recipient can decrypt the message.
When the message arrives, there is
a level of security since SSL offers

will also increase," says Bob Lam.
Analysts predict that spending for
Internet security could climb to $15
billion or more by 2004. "lnternet

signatures, Assured Office allows

assurances that the data really
came from the place which purports to have sent the information
and that the message has not been
changed or tampered with on its

security companies have reached
their sweetspot. They are bene{iting
from the growing need for updated
security, and with the right blend of

ments securely.

journey through cyberspace.

extremely successful futures. "

PKI is an algorithm used in
devices like smart cards. Each is
based on a key pair, one private
and one public. Data encrypted
with one key can be decrypted
with the other key. It provides
pretty good, if not bomb-proof,

One such firm is E-Lock
Technologies of Fairfax, Virginia,
which launched the first of many
e-sign-compliant securit5r manage-

technology, they stand to have

ment solutions, Assured Office 4.0,

securi$ for most colleges' everyday

Key features of such software
include tailoring the application of
digital signatures within an organization's business process. It must
provide the ability to create and

the user.
Robert Monsour, a member of
the Internet Engineering Thsk

administer signing policies, the
ability for multiple people to view

Force's IP Payload Compression
Protocol (IPPCP) Working Group,
offers a tip. "Pillage first, then

and/or sign a document through an
approval management process,
and the ability to restrict access to

burn," he told the RSA Data
Securip Conference a year ago in

high-value documents.

San Francisco. By that he meant to
compress data first, then encrypt it.
Compression works by finding
repetitive patterns in data and
replacing them with shorter tokens.

reason, he emphasizes. compression
must precede encryption.

Security Providers
The Bear Stearns report found
that additional network traffic-a
given as we look to the future-will
not be the only strain on security;
analysts believe that technological

advances that offer "always on"
connectivi! will also intensify
Internet securityr demands.
"As 24-hour online service
increases, the demand for securit5r

"The Internet is considered by
many to be an equalizer.Ibelieve
digital signature technology and its
recent legitimization with the e-sign
legislation is the ultimate equalizer,"
says Dr. Prakash Ambegaonkar,
chairman and CEO of E-Lock
Technologies. "We can now go
beyond just the addition of signatures to content as organizations
can integrate the benefits of digital
signature technology into their
business processes. "

applications. With PKI, the public
key is, obviously, public. The
private key is kept confidential to

Encryption works by hiding any
discernible patterns in data. For this

today's new economy businesses
to operate virtually by providing an
electronic means to sign docu-

in a demonstration on Capitol Hill
in front of the House Commerce
Committee. Assured Office enables
schools, their partners, and students to securely sign and approve
documents electronically. It
integrates within existing business
processes and programs like MS

Word, MS Excel, and Adobe
Exchange to efficiently manage
signing needs through automated
features and wizards. A fully
functional preview edition of the
program is available for download
at http://www. elock. com. Through
the application of PKl-based digtal

Assured Office also provides for
the electronic representation of
handwritten signatures, batch
approvals, the insertion of a time
stamp, real-time online validation
of digital certificates, and the ability
to create user profiles, which assist
in expediting the usage of these
features in the signing process.

"The mere application of digital
signatures to documents does not
duplicate paper-based physical
signatures, " notes Dr. Nimish
Shah, vice president of market
development at E-Lock. "The real
significance of digital signatures lies
in how these signatures are used
within the business process and in
their inherent application and
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Citibank of New York
(www.citiedu.citibank.com) has a
series of e-business and financial
solutions aimed at the higher
education market. It provides
streamlined processes, improved
infrastructure and communications,
and specially priced financial
products and services.
Working with other Citigroup
businesses, the education solutions
group targets paperless, elechonic
bill presentment and payment over
the Internet. Billing data is translated from its legacy system and
routed electronically to the school's
Web site. Instead of a paper bill,
customers get billed and can
schedule payment over the

standard dual AC power supplies,
and built-in Ethernet and serial
management ports. (lT lists at
$15,000 for the OC-3e option,
$25,000 for the OC-l2c option.)

which is transparent to users but
allows only authorized persons
access to confidential data. It
provides authentication and digital
signatures, enhances privacy and

DICA Technologies of Portsmouth, Rhode Island (www.dica
tech.com), offers its new
ScryptGuard Mail EncryPtor, a
powerful, easy-to-install e-mail
encryption device. It is based on

user accountability, and protects
data integrity to ensure no one has
tampered with or changed data

the company's Secure Mail
technology, ensuring automatic key
generation, certification, and PKI

Internet. The customer's
account is automatically
debited and the college's
account credited. Files go to

without authority.
Need to link several systems
behind a single firewall? Stonesoft
(

http: //www. stonesoft. com )

of

Helsinki, Finland, is one of many
firms offering firewall technology.
Its StoneBeat FullCluster is a
software solution that allows
building of continuously available firewall systems using
Check Point Software
Technology's software.
StoneBeat interconnects
multiple FireWall-1 systems to
form a scalable firewall
cluster.

the accounts receivables
system for posting, all but

Digital Certificates

eliminating exception

Digital certificates vouch for the
owner's association with a particular organization and endorse his or
her authority to participate in

postings.

Both software and
hardware companies are
developing good security solutions.

Marconi (www. marconi. com),
of Pittsburgh, Pennsylvania, has a
line of SA-400 security appliances
which are invisible to would-be
hackers from outside the campus
or to unauthorized users from
inside. With these firewall-protected interfaces, unwanted users
simply cannot see what is blocking
their access.
The SA-400line is targeted at
operations such as colleges and
medical institutions which require
resilient, secure, high-speed
networks. Based on standard
architecture, it includes an IPlAfM
{irewall card with options of ATM
OC-12c and AIM OC-3e ports,

distribution. The product is connected between the LAN mail
server and an Internet gatewaY via
two Ethernet interfaces. Once
powered on, it is immediately
ready for operation, requiring no
configuration changes at the device
or network.
NDS (http://www. ndsworld.
com), a UK-based firm, has a
family of security products targeted
at e-commerce, IP multicast, and

computer networks. Its NDS
SecureGear smart card provides
securiQ for networks, but also can
be used to provide physical access.
Its AccessGear is a smart-card-

based network security system

specific transactions. However,
these certificates may be cancelled
or revoked, for instance, in case of
a change in job status or termina-

tion of employment.
Certificate validation can be
performed online, and the validation result should be stored within
the document itself. This provides a
high level of non-repudiation and
attests the validity of a certificate
with regard to a particular point in
time. For instance, a document
signed earlier by an authorized
person may later show as invalid
due to the revoked status of his
signature. However, storing the
validation response will indicate
that the signature was indeed valid
at the time of verification and that
the transaction was authorized.
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Just about anybody can seIl you a phone system. yawn.

At Optus, we're in

a class

by ourselves. From our

renowned refurbishing skills to our expansive inventory
to our free technical support, we deliver on Price,
Product Availability and Peace of Mind.

If you need support (upgrades, components,
peripherals or add-ons) on an existing system, we're your

choice-we support all major systems and product lines.
PIus, we offer top dollar for your old system through our
Asset Management buy-back program.

We're Optus. Savings Without Compromise!'"
NEC sE NoRTEL t}i AVAYA

i* ToSHIBA *i MITEL.# SAMSUNG ltr ACTIVE

oPTi,,i:1;
TELEQUIP
3423 One Place
Post Office Box z5o3
Jonesboro, ARTz4oz
Voice 8oo.628.749t
Fax 87o.974.7773

VOICE ffi AND oTHER MAJOR MANUFACTURER5

firewall products. Its certification

Want to Know More?
No matter which security
products are on your short list for
buying, there always is a bit of
uncertainty about how well they
will perform.
TruSecure Corporation
(www.trusecure.com) of Reston,
Virginia, is a good source for
security information. Formerly
known as the National Computer
Security Association (NCSA), it still
maintains NCSA's testing labs in
Carlisle, Pennsylvania, where they
attempt to develop unbiased,
evolving criteria to define good
security products. For years, NCSA
tested and certified antivirus and

program is not competitive analysis
or product review. Rather, it offers
a simple pass/fail grading of a
firewall system based on whether
the product provides protection
from known attacks and, at the
same time, provides real operational functionality.
TiuSecure also offers a series of
buyers' guides and white papers on
topics ranging from creating an
access policy to firewall products.
In addition, remember that
ACUTA is an excellent source of
information. Other articles in this
issue of lhe ACUTA Journal

wlll

address security concerns, and the

listserve is a reliable quick-response
medium. When it comes time to
buy, hop on the listserve and post
questions about applications and
specific products. Remember to
share your experiences with others
as well.

Having done all this, when you
nestle under that warm down
comforter, you'll know the feeling
of real securiQ: a network security
system that should let you sleep
well at night.
Cuft Harler is a t'reelance wnter and
contibuting editor to rhe ACUTA
Journal. He is well respected t'or his
understanding of telecommunications
issues ond is a populor speaker at
te chnolo gy co n t'erences.
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And Networks In Higher Education

Talent
2t 3-622-4444

www.wtc-inc.net

wtc@ ix.netcom.com

Technology

ty in Cyberspace:

Perspectlves
Track 7 at ACUTA's Winter Seminars in Ner.u Orleans in
January dealt with cybersecurity. Based on t'eedback
from those who attended, one presenter who was
pafticularly well receiued was M. Euan Corcoran, attorney with Wiley, Rein & Fielding, who looked at cybersecuity from a legal and policy perspectiue. The lollowing
matenal is bosed on his presentation plus comments
made in a t'ollow-up interuiew.

"ACUTA members, as nonlawyers, should not be
hesitant to wade in and participate with lawyers when
dealing with computer securi! issues," said Evan
Corcoran as he identified one of the primary goals of his
presentation in January. "lt is useful for nonlawyers in the
information security field to understand the general legal
framework so that they are prepared to minimize liability
in the wake of a securitSr breach. It's also helpful to
understand the benchmarks when they talk with their
legal counsel. Having a plan in place as a part of a
strategy to deal with computer attacks and other computer-related incidents can provide a level of comfort
between lawyers and nonlawyers so that whatever the

problem is, it can be solved. "

How serious is the threat to securig in cyberspace?
Corcoran cited some telling statistics (see Figure 1)which
indicate that the problem is growing exponentially. As the

number of people online increases-240 million users
worldwide last year-Lloyd's of London suggests that the
potential costs are hemendous as e-commerce will
emerge as the single biggest insurance risk of the 21st
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"There is no question that ACUTA
members will want to assist law enforcement in stopping cybercriminals, but it
should be done in consultation with
counsel, so the institution makes sure it
has the proper authorization-whether
subpoena or court order-to provide

the information. "

of that e-mail. Also, a sYstem
operator may indePendentlY
disclose the contents of a communication in certain cases, such as to
an intended recipient of the
communication or his or her agent;
to a person who is emPloYed or
authorized to forward such communications to its destination; or to
a law enforcement agencY where

the contents were inadvertentlY
obtained and the contents apPear
to pertain to the commission of a
crime.

Government Access

It's the Law
Cyberthreats can be categorized

into three groups: unstructured
threats from insiders and hackers;
structured threats from
"hacktivists, " economic espionage,
and organized crime; and national
security threats from terrorists and
foreign intelligence agencies.

A number of laws already on
the books help to combat some
cybercrime. The Computer Fraud
and Abuse Act (CFAA) prohibits
hacking into a system to steal or
destroy data or damage hardware

by transmitting commands. It
covers denial-of-service attacks and
extortion based on a threat to crash
the system or steal and destroy
data.

The Electronic Communications
Privacy Act of 1986 (ECPA)
updated the federal telephone
wiretap laws to extend Protection
to e-mail and other nonvoice
communications. It covers both
communications content and

14 eCWLlourna(of

subscriber records, and it created
civil and criminal penalties for
privacy violations. According to the
law, it is generally illegal for a third
party to "intercept" an electronic

communication or to access a
stored electronic communication
without authorization. Exceptions
to that prohibition include the
interception of publicly available
communications, intercePtions
where consent was given, intercePtions made to protect sYstem
operators' rights or ProPerP, and
government access under law (that
is, with a subpoena or court order).
There are certain privileges
extended specifically to the system
operator. A provider maY monitor
private real-time communications
to protect its rights or ProPertY,
such as logging every keYstroke
typed by a suspected intruder, and
a provider may access stored email of its customers. However, a
public provider (an ISP) maY not
freely disclose to others the content

febcommunications in Higher Education'Spring 2001

"There is no question that
ACUTA members will want to assist
law enforcement in stoPping
cybercriminals," Corcoran explained, "but it should be done in
consultation with counsel so the
institution makes sure it has the
proper authorization-whether
subpoena or court order-to
provide the information. "
Under certain circumstances a
government agency maY be able to
obtain access to electronic communications and records. With a
search warrant, the government
may access unopened e-mail. With
a court order or subpoena, government agents may obtain and read
opened e-mail. A court order will
also give the government access to
hansactional records and subscriber information.
For real-time intercePtion of

electronic communications, the
government must obtain a wiretaP

order from a court. A search
warrant will allow them access to
unopened e-mail stored on a
provider's system less than 180
days. For opened e-mail or other
stored files, the government must
send the provider a subpoena or a
court order.

There are two categories of
noncontent information: subscriber
information, such as name, address, account number, and local
and long distance telephone toll
records; and transactional records,
such as credit card number, Web
sites visited, log-in date/time
records, and names of senders or
recipients of e-mail.

Emerging Issues
A number of issues are emerging as activity increases in cyberspace. As in any industry where
vast numbers of the public are
involved. liability is of growing
concern as a potential legal abyss.
Privacy concerns have been in the
news recently. An example was the
outcry that accompanied disclosure
of FBI use o{ the Carnivore system.

increasing, the number of instances
of abuse that end up in court has
no place to go but up.

Make a Plan
More and more campuses are
seeing the necessity of planning
ahead for breaches to their security

in cyberspace. Some have established a response team composed
of technical experts, legal counsel,
administrative officials, and public
relations experts. The team is
directed to identify the vulnerabilities specific to their campus
presence in cyberspace. They
identify portals to the Internet and
to the physical world and how they
are used. They establish user rules
and practices. They investigate

Additional wiretapping and

protective software, and they
conduct periodic security reviews.
In the event of a security
breach, the team has in place legal
and public-relations responses, as
well as a technical response. From
a technical perspective, the first
order is to stop the attack. In
addition, the campus needs to
communicate with other parties,

identify the attack source, save and
analyze evidence, and identify the
costs of the attack.

From a legal and public relations perspective, the team must
reassure users and customers that
they are in control. They must
inform downstream victims as well
as the public at large. Importantly,

VoicerDatar Video

security legislation has been
introduced in the new Congress, as
lawmakers struggle with balancing
personal privacy and the need to
combat the threat of cybercrime.
Professional liability is another
issue. While professionals must
exercise the skill and competence
of their profession, most courts
have rejected the notion that

individuals in the computer

Technology Solutions

*

MiCTA is pleased to announce
membership agreement for all
ACUTA members!

business should be subject to an

elevated standard of care. Nonetheless, information security
professionals may be liable on a
negligence theory if a third party
suffers some loss and the professional has not lived up to the
standard of care.
Keeping up with the standard o{
care may involve keeping abreast
of publicly available securityr fixes,
such as those published by the
SANS Institute at www.sans.org.

With the number of users

lrrlt

For more details, visit
rw.acuta.org/ resounces/ micta.cfm

Member benefits include cost savings, negotiated
service agreements, consulting serrTices, f,roblem
solving assistance, tnaining opportunities,
conferences, information clearinghouse, state
centra! purchasing opportunities, and more!
Be sure to attend MiCTAs 2OO1 Fall Conference
October 15 - 17 at the
Chateau on the Lake Flesort Hotel in Branson, Missouri.
"The Live Music Show Capitol of the World!"

For more infonmation, visit www.micta.org
or call [888) A70-A677.

they should consult with the
university and outside counsel.

ment of instances of cybercrime,
not the least of which is that they

It is also critical to determine
whether to report a security breach
to federal or local law enforcement.
If you have developed an efficient
channel of communications with
your local officials, it should not be
difficult to balance user privacy
with legitimate law enforcement

p,robably have better resources for
investigating the crime and for
confidentially alerting other victims
c,r potential victims. In addition,
they have law enforcement experience and should know how to

effectiv ely pursue criminals.
Eiesides apprehending the criminals

more expediently, your campus
may avoid some costly liability
is;sues by enlisting law enforcement

needs.

Many excellent reasons exist
that support informing law enforce-

specialists.

Prevention Is the Best Approach
If you have not been "bugged"
by a virus or had your network
brought to its knees by a clever
hacker, consider yourself lucky and
thank whoever has been protecting
your systems. The potential for
damage is very real. You can and
should take steps to minimize the
risks of cyberattack.
The law t'irm of Wiley, Rein &
Fielding specializes in telecommunications law. Contact Euan
Corcoran at ecorcora@ wrf. com.
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Slueloolh:
An Evol vinq
De FacDo Slandard
by James S. Cross, PhD
Michigan Technological University

"There will be more
Web,confler&ed handsets than PCs in ther

world as early asZAO2."
-Nokia

press release

As we embark uPon a new
century, the proliferat*on of wireless
technologies will continue to
transform the landscaPe of the
campus communi\t and the waY
we live, work, and PlaY. Little
happens on a campus that is not
impacted by the wireless revolution-from the simPlest Phone cali

to mobile computing, instruction
delivery, biotech research, admission and class registration, electronic commetce, enetgY management, and the most comPlicated
digital operation.

The critical issue for colleges
and universities is not whether new
and innovative technologies such
as Bluetooth will change business
processes, but what asPects theY
will change and how quicklY theY
willchange them. AndY SeYbold, a
wireless industry analYst states,
"Bluetooth changes everything by
connecting a myriad of gadgets
that previously couldn't sPeak the
same language."l Allied Business

'l

B
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Intelligence projects the aggregated

annual shipment of Bluetoothenabled devices will reach 1.4
billion units in 2005 as indicated in
Figure 1 (on page 20)-a sharP
increase from the 56 million devices
in 2000.2

The Bluetooth ConcePt
Bluetooth is a short-range
wireless communication system that
allows computers and telecommunications devices to be connected
without cables. The sYstem, conceived by a consortium of mobile
phone manufacturers and silicon
chip makers as a way of making
wireless headsets for cell Phones,
has been rapidly adopted across the
electronics industry. The concept
behind Bluetooth is simple: Using
radio frequencies in the 2.4-2.5
GHz industrial-scientific-medical
(lSM) band, the technologY enables
devices within 30 feet (10 meters)
of each other to exchange data,
audio, graphics, or video at rates of
30 Kbps to one MbPs. This is

approximately six times faster than
serial ports and three times faster
than parallel ports.

The2.4-2.5 GHz ISM radio
frequency is designed for data
transmission and exchanging
digital data between a laptop and
cell phone, pager, PDA, game
console, digital camera, or other
digital appliance. To avoid interference with other devices, the
technology uses a frequencyhopping spread-spectrum (FHSS)
modulation scheme to transmit
data packets in a pseudo-random
pattern in the 2.4-2.5 GHz band
at approximately 1,600 hops per
second.
In addition to eliminating the
need for cables, the technology
makes it easy to set up wireless
networks in homes, offices, and

public spaces by enabling devices
to swap information with each
other whenever they come within
range. Phil Hester, chief technology officer for IBM's Personal
Systems Group, states, "lt's a
convenience factor. Today, cell
phones and pagers don't communicate with each other. If someone
pages you, you have to read the
screen, then punch in the numbers
on a cellphone. With Bluetooth,
simply pointing the devices at each
other and clicking an icon will
transmit the phone number, which
can be dialed automatically. "
(Staff, eWeek, 2000) The result is
a wireless personal area network
(PAN).
For years, Bluetooth advocates
have been promising simple
wireless networking that will
revolutionize business and leisure.
The technology envisions a
wireless PAN on a single chip,
aimed at creating cordless connectivity cheaply enough to be built
into all mobile phones, PCs, PDAs,
digital cameras, and other devices.

The current specifications
support up to seven devices linked
to a master device using a Bluetooth chip to form a piconet.
Multiple piconets can be linked to
form a scattemet to allow communications between varying configurations. The Bluetooth specifications are divided into two sections:
(1) the core section which specifies
required components such as
radio, baseband, link manager,
protocol control, transport layer,
and interoperability; and (2) the
profile section which specifies the
different protocols and procedures

required to support various
of applications.

\pes

Visit the Bluetooth special
interest group Web site at http://
www.Bluetooth. com for more
details on the specifications,
protocols, and procedures for using
low radio to link mobile computers,
mobile phones, and other portable
devices.

nies worldwide that have signed up
for royalty-free rights to the
emerging standards, provide an
impressive platform for future
growth and application development.

The Japanese hope Bluetooth
will make them a global technology
leader again as gadget makers set
ambitious plans to launch Blue-

tooth-equipped devices. In 2001,
Nippon Telegraph & Telephone will
begin rolling out speedy nextgeneration Internet seryices over
third-generation (3G) mobile
phones that download data from
the Web and beam it with Bluetooth to other devices. Ericsson
plans to introduce a wireless
headset {or use with Bluetoothenabled cell phones, Palm plans to
market a Bluetooth add-on to its
PDAs, and Intel and Microsoft have
announced they will jointly develop
a Windows operating system that
supports the Bluetooth wireless

Bluetooth Consortium

standard.

Bluetooth, named after Harald
Bluetooth, the Danish king who
united Denmark with Norway, was
developed by an international
consortium of companies and
supports both point-to-point and
point-to-multipoint communica-

WAP

tions. The short-range (up to 10
meters) wireless technology, which
ensures protection and security
through software control and
identity coding built into each radio
chip, is rapidly evolving into a de

facto industryr standard. Backers

predict the technology will turn cell
phones into electronic wallets and
individuals into PANs-with music
players, digital cameras, pagers,
headphones, and electronic
organizers all swapping information. The nine consortium backers
(Ericsson, Nokia, IBM, Intel,
Toshiba, Microsoft, Lucent,
Motorola, and 3Com), plus
approximately 1,900 other compa-

Although wireless Web Internet
access has been the subject of

much self-parodying hype, and has
been hobbled by incompatible
standards, awkward interfaces,
expensive service charges, and
slow data transmission speeds, it is
slowly weaving itself into everyday
life with the roll-out of wireless
application protocol (WAP) designed for low-bandwidth cellular
networks. WAP is a set of technical
standards specifying how cell
phones connect and communicate
across the Internet.
WAP is not intended as a
substitute for Web browsing with a
PC, but is targeted at delivering

unique content-streamlined and
optimized for a cell phone and
other wireless devices. For example, a user with a WAP-enabled
cell phone may send an Internet
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Hauspie, a Belgian so{tware
market, even if onlY a small Portion
request to a WAP gatewaY that
company, is PrototYPing a
of these customers subscribe to a
handles the translation between
handheld gadget that allows users
data service. Although manY of the
wireless markup language (WML)
to issue voice commands and
wireless data networks are limited
used by cell phones and hYPertext
dictate e-mail. Nokia, Motorola'
to major metroPolitan areas and
markup language (HTML) used bY
and Ericsson are develoPing
are restrained bY slow sPeeds, the
the Internet. The WAP gatewaY
concept 3G suPer cell Phones that
implementation of 3G wireless
retrieves the requested Web Page,
incorporate Bluetooth technology
networks may change all that. To
converts the page to WML,
to link the phone, earPiece, and
spur growth, telecommunications
removes everything that cannot be
microphone so that users can
companies such as Nextel, SPrint,
presented to a cell phone screen
speak, listen, see, and maniPulate
Verizon, AT&T, and SBC are
(graphics, animations, audio files,
the display. The 3G suPer Phones
which
developing 3G networks
elegant fonts, frames, etc.), and
willbe capable of plaYing MP3
embrace technologies caPable of
then transmits the converted Page
music files and
to the cell phone.
displaying highBecause HTML-toresolution graphics,
WML conversion
Equipment
Bluetooth-Enabled
of
Shipment
Aggregate
video, and Web
frequently makes
pages. Finally,
2005
to
2000
Market,
World
Web pages unreadNintendo and Sony
&
1,500
able and limits the
are expected to
amount of acces1,250
incorporate the
a
sible information,
1,000
technology into
.3
some sites are
portable music
750
s
being expressly
players and their
tailored for WAP500
Gameboy and
enabled devices{&
250
Playstation consoles.
for example,

=

MapQuest and

&,

0

Go2Online.

.-

&"
,..+

2001 2002 2003

Benefits Potential

i
2005

2004

The potential
benefits that 3G
netrvorks make
Figure 1. Shipment of Bluetooth-enabled equipment is
possible are motivathttp://www.wap
projected to increase sharply in the months ahead.
ing colleges and
forum.org for more
universities to modify
details on the
their business processes and
specifications, protocols, and
handling huge amounts of data.
procedures.
operations to embrace economies
These 3G wireless-access technoloof scale, added value, and efficienGrowth Potential
gies increase data handling rates of
cies. The analysis of Potential
Although less than 5 percent of
mobile devices to the 2-MbPs
benefits to the campus must be
companies are using mobile
range by spreading each wireless
based on these factors:
applications today, Meta GrouP
signal over a wide band of frequeno Infrastructure-related savings
Inc., predicts that number will grow
Visit the International Tele2000

Year

Visit the WAP
Forum Web site at

cies.

quickly as application server
vendors like Mobile Media, Bluestone, Lutris, and others roll out a
new breed of sofh,*rare that extends
existing applications to mobile

communications Union (lTU) Web
site at http://www.itu.org for more
details on the IMT-2000 3G
wireless technology standard
ratified by the ITU.

.
.

Staff productivity gains

.

Value-added features and

devices and supports new wireless
applications (Holland, eWeek,
2000).

Cell phone, game, and entertainment comPanies are exPerimenting with several designs for
handheld gadgets that will communicate with enhanced 3G wireless
networks. For examPle, Lernout &

.
.

In the United States, some 90
miilion people use mobile phones,
which represents a tremendous
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Strategic partner and vendorrelated savings

functionality
Regulatory comPliance

Publicity and goodwill

This business case must embrace the creation of an integrated
strategy for wireless technologies

that addresses scalability, availabil_

.

ityr, security, manageability, and

o Learning portals
o Identification and authentication
o Process control and monitoring

extensibility in differentiating
campus products and services from
competitors. Jack Tiout and Steve
Rivkin in Dit't'erentiate or Die (John
Wiley & Sons, 2000) assert that far
too many organizations still don,t
understand how vital it is that they
differentiate their products and
services from those of their compe_
tition. In the face of stiff competition, successful organizations have
to give the customers a reason to
choose their product or service.

The Business Model
The business model for embracing the Bluetooth technologies is
based on these premises: (1) that
the campus will migrate to wireless
Web-based applications for delivery
of services; (2) that an integrated

campus wireless technology sfuategy
can provide competitive advantage
and dramatically reduce toansaction
costs; and (3) that campus business
processes are being transformed as
an evolving set of wireless technologies and are being adapted for
Web-enabled applications supporting the following:

. Collaboration
o Admissions

.

Financial aid

o Procurement

r Digital signatures
. Digital certificates
o Encryption

.

Financial control

o Grade reporting
o Course managementldelivery
e Textbook delivery
o Content distribution
. Building access

.

Fundraising

.

Merchandising and retailing

Data mining

The Challenge and Value proposition
The challenge is in selecting and
synchronizing a wireless technology
vision consistent with the culture of
the organization. The value proposition is built upon these factors:
o Anywhere, anytime, anyplace
access

o Faster and smarter mobile
professionals

o Satisfied customers

.

Relationship management
o Learning organizations
o Leveraging of core competencies

o Brand recognition
o Alliances and partnerships

.
.

Technology enablers
Value-added functionalityr
o Securi! requirements
o Infrastructures for change and
agility
o Regulatory compliance

Although many of our facult5r,
staff, and students can intuitively
imagine the value of an integrated
wireless technology strategy, the
complexities of making the transition from the environment to which
we have all grown accustomed will
be disconcerting to many. Leadership and the ability to crystallize a
vision lie at the heart of a campus's
ability to realize the potential and
the opportunities wireless technologies make possible.

New and innovative products
continue to dramatically change the
way colleges and universities
operate, communicate, collaborate,

and interact with constituents.

Gary Hamel in Leading the
(Harvard Universi\z
Press, 2000) asserts that the 21st
century challenge is not to compete
for the future, but to create it.
Success means unleashing revolutionary offerings that delight
R euolution

customers and shock the competi_
tion and long-entrenched industry
leaders.

Jim Cross is uice prouost of
information technology at Michigan
Tbchnological Uniuersity. An actiue
member and t'ormer president of
ACUTA, he is a t'requent contibutor to the ACUTA Journal.
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JnteYview:

PdtWood
Chair, Texas PUC
Since 1995, Patrick Henry Wood lll has
served as chairman of the Public Utility
Commission of Texas.

Wood strongly believes that competition
can do better than regulation in deliverring
customer benefits and service innovations.
Throughout his career, he has workecl to
advance a pro-customer, market-oriented
vision of utility regulation.
For this issue of lhe Journal, ACUTA

Publications Committee member Walt
Magnussen o{ Texas A & M UniversittT
interviewed Mr. Wood for his views on a
variety of issues o{ importance to higher
education telecommunications.

The following is the text of that interview.

ACUTA: What are your views on the fairness and
appropriateness of the universal service fund (USF)'
e-rates, and subsidies for technology in K-12 and
higher education for telecommunication infrastructure enhancements?
Wood: USF has been a big issue here in Texas Although
I'm also one of the state commissioners on the FCC's
state-federal board on USF, I wasn't on that board when
they set up the e-rate, so I can't take the credit or blame
for that. But we do have a similar program here in Texas
that put an obligation on incumbent providers to build
up infrastructure to schools. That same bill also set up a
Texas infrastructure iund to do inside wiring, equipment
installation, and training. So the federal e-rate really is
the consolidation of the two independent programs here
on the state level.
My first question as a states-rights-oriented guy is, do
you really need a federal program to do what your state
programs are already doing? But given that we've got
one, I certainly think it's important to keep incentives
matched to what is being used by the educational world
I think everybody felt it was important to get out there
and take advantage of the discounts.
The most important question I've never seen an
answer to is how much of the infrastructure that was
built out over the last five years to the schools, libraries,
and hospitals is actually being used to its fullpotential' I
don't know the answer to ihat. I hope that the money
that has been spent in the explicit subsidy program has
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been put to good use, but I think
it's always a wise thing, and
certainly at the five-year anniver_
sary, to look back and see if this
money really was spent on what
the legislature and Congress

intended it be spent on.
That leads me to my second
main concern, and that is that the
subsidies be competitively and
technologically neutral. First of all,
competitive neutrali!: That's one
of the mistakes we made in Texas
back in 1995. We didn't have
much compefltion anywhere then.
We do now, and so you've got the
incumbent provider with an
obligation to build out infrastructure, whereas competitive providers don't have that same obliga-

tion. It ought to be on everybody
or nobody, and once it's done it
ought to be subsidized through a
competitively neuhal fund, like a
USF or an e-rate. The structure of
the e-rate is fine. It's available to
everyone and every provider can
qualify for the fund.
And then, technological neutrality: With the increasing use of
different wireless and satellite
technologies, we need to make
sure if we deploy things for

schools-particularly out in the
rural areas where there's not a
whole lot of infrastructure in the
first place-that the subsidies are

indifferent to the technology. We
don't want to {avor one over the
other, but rather to go with the
best, most efficient technology.
So if the USF is accomplishing
the purpose it was supposed to
accomplish and is technologically
neutral and competitively neutral,
then to me those are public dollars
well spent. As one who's been on
the public side of the fence for a
decade now, I do tend to have a
skeptical view about publicly
administered funds. We must
always be cognizant that this is

someone else's money that we,re
spending.

ACUTA: With some projects, seed
funding is provided for two years,
then it becomes incumbent upon
the recipients to deal with it.
With the e-rate you typically get
funding every year. What's your
gut feel about the role of these
public funds? In other words, is
the money best spent by providing initial seed money, then let
the grant recipients deal with the
sustainability issues on their own,
or would this lead to situations
where inital investments go to
waste after the grant period?
Wood: That's a good question. I
think it's hard to go cold turkey,
but on the other hand, having to
keep going back to get that annual
subsidy requires a lot of bureaucratic infrastructure to fill out those
grant forms. So there's a real
advantage to going with an upfront, seed-money concept.

On the other hand, if we're
talking about a T1 here, market
costs for those things can be higher
than schools are able to afford,
particularly for the lower-income
areas. Some places may need an
annual subsidy; others can do fine
with the up-front grant. If they do it
annually, as the e-rate does now, it
ought to be structured in a way
that's administratively workable.
On the other hand, it's kind of like
health insurance: You have to have
a co-pay so that there's at least
some disincentive to prevent
people from just going and getting
it because it's there. Price point
ought to be such that it's affordable
yet doesn't invite wasteful consumption.

ACUTA: Our second question is
of particular importance to some
of our members. What are your
views on current regulatory
policies and procedures for

handling slamming and cramming?

Of course, a lot of the universities get phone bills that are
literally thousands of pages long.
Tiying to uncover and figure out
where these charges are coming
from is a real time-consuming
process, and unfortunately now
for some of the larger institutions
it's almost becoming a monthly
event.

Wood: I think we've got the right
amount of authority here in Texas
from our legislature to address
these issues. In addition, the FCC
has deferred to the state on
slamming issues. I believe some 31
or 32 states have taken primacy
over slamming complaints from the
FCC for the people in their states.
So the FCC has worked pretty well
with states to make it easy for a
customer to place just one call to
get all this dealt with.
As for the cramming issue,
unauthorized billing for charges, I
don't know how broad the federal
authority is on that. We got clear
authority on that from our legislature in 1999, and we handle more
cramming than slamming complaints as of year-end 2000. For
your customers, it may be hard to
even identify slams or crams
because of the bill's complexity.
We did get a bill-simplification
mandate from the legislature last
year and implemented the rule, but
quite frankly I don't see that as
your silver bullet. There are
diametrically opposite views about
how simple a billought to be.
What's simple to one person is
concealing to another. And so
"You're hiding something from
me" would be the response from a
person who didn't like our rule. I
consider our bill-simplification rule
one of my few defeats here as a

ACUTAlournafof Telecommunications

in Higher Education . Spring

2001 23

integrate all this technology into a
complete service package-getting
the RBOCs into long distance so
that there's nobodY out there who
cannot legally provide you with the
services you want. That's whY I
was glad when Southwestern Bell
opened its local markets here in
Texas. They, along with everyone
else, can provide You and evetY'
one else in Texas with a full
panoply of alternaiives on voice.

attractiveness to new competitive
providers to negotiate bill format as
well as rates. Bigger customers can
say to their provider, "Each month

or each quarter when I get a bill
from you, I want it to look like
this. " Many o{ your readers are big
enough where they don't have to
just take the bill off the shelf.
ACUTA: What will be the role
of the FCC and PUC with
regard to colleges and universities? What kind of interaction
do you see between regulatorY
agencies and higher education?

tion llve never seen an
answei to is how much

-

libraries and hosPitals is
actually being used to its

relatively {ull potential. -

'

video, and data, as well as local
and long distance. That's what I
think the FCC and PUC can do for
all your members, and also listen to
you when you're trying to tell them
what the outside world is thinking
and looking like. You're big
customers that matter a lot.
ACUTA: What should be the role
of the federal government in

On the service provision side,
regulators should make sure the
embers of competition continue to
ignite and grow and create more of
a robust competitive market so that
you folks have choices. Quite
frankly, you are very attractive
customers to an ILEC and a
CLEC, so anything we can do to
nications in

tory role in that at all.

6-f

years,he the schools and

engineers can tell regulators a
whole lot about the telecom
industry.
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resulting low access-charge rates,
the use of VolP is less threatening
to ILECs' access-charge cash flows'
So as far as pricing services over
the Internet, I don't see a regula-

the infrastructure that was
built"out ovdr the last five'

did use that as an opportunitY to
try to poach some of your
brightest talent to come work for
me! But I don't think that's what
your question was. I met Mr.
Farber, the FCC's chief technology officer who was "on loan"
from the University of Pennsylvania to the FCC for the last year or
so. His job was basically to be a
resource Ior the FCC so that theY
have the benefit of the most
current engineering and technological view of the world. Good

ACUI e

high. Now with the accePtance of
the CALLS petition and the

The most imPortant ques:

Wood: Well, one, selfishly, when I
went to Texas A & M recentlY I
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move to regulate the Price of
services provided over the Internet'
I think that would be a move in a
very surprising direction' This
debate began when VolP started
and access charges were relatively

make sure you have the maximum
number of choices from those
providers is a good thing for You'
Also important is the abilitY to

We don't even reach the
exercise of our authoritY over
slamming and cramming if we
don't get comPlaints from the
customer. So if Your customer is
having difficulty reading a bill, then
God help him because we can't.
That's where I think the bigger
customers may be able to use their

H

policing the Internet, esPeciallY
with regard to Providing voice
services over the Internet?
Wood: I think the general direction
of voice regulation has been
toward deregulation, so I don't
envision that there will be anY

i
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Policing the Internet: Here at the
PUC we have an Internet screening
program that the IT staff uses to
prevent any user from logging onto
adult content Pages. Putting that
kind of software in Place makes a
whole lot of sense. It's hard to tell

Grandma Jones whY her e-tale
money ought to be used to helP
somebody go get Porn Pages.
That's just bad PR and bad PolicY.
That kind of "Policing" the
Internet is not going to be offensive. I think you have problems
when you go international and
certain countries trY to restrict
certain kinds of content and others
that say it's not regulateable. I
don't know what the future's going
to bring on that.
The Internet was designed to be
an anarchic medium, and I don't
think it is or should be subject to a
lot of government. Just a medium
whereby people can share their
ideas, and if you don't like those
ideas, you don't have to listen to
them. If kids are picking uP on it,
then parents ought to watch what
their kids do or don't give them a
computer. I think there are a lot of
ways for a parent to do something
about the content, but we don't
have to regulate the actual conduit
in order to get at the content. I
think that gets you back into a
regulatory world where we haven't
had a whole lot of success.

ACUTA: What role will the FCC
and the federal government take
in policing and monitoring
wireless calls?

obligations of the incumbent
LECs and LDCs for the build out
of broadband services in rural
and nonurban areas?

Wood: I'm not a Big Brother fan. I
think the more you can do for
general customer privacy in this
day and age, the better. I know the
FBI has a role to protect national
interests. I assume they will
continue to have the same authority as they have today. I would be
reluctant to expand that beyond
what's necessary to protect national securityr.

Wood: The obligation ought to be
whatever it is on any other business. If Sears or Wal-Mart is
obligated to put a store out in rural
Texas, then maybe Southwestern
Bell ought to be obligated in rural

ACUTA: Let's look at a compan-

ion issue-tracing caller to
location on cell phones. My
understanding is that cell phones
will have a GPS chip in them, or

we'll be using triangulation. But
for the most part that location
information isn't going to go
anywhere outside the public
safety arena anyway, so that's
pretty much subject to the same
restrictions that your police
records and everything else are
right now. It's not going to be
something anyone can readily
jump in and grab, right?
Wood: Yes, but certainly there are
plenty in our society who wonder if
law enforcement should have that
sort of information or not. I think it
ought to be the minimum amount
of intrusion necessary to fullfill very
narrowly drawn national securiQ
goals and people ought to be able
to rely on the security of a phone
line to have a private conversation,
although, quite frankly, I don't
anymore. Too many times I've
overheard calls made by neighbors
of mine on a handheld wireless. It's
unfortunate we can't depend on
that technology after all these
years, but we don't need to
encourage wire tapping or any of
the other intrusions.
ACUTA: What are the social

Texas as well. But Sears is not

under that obligation, without a
specific economic development
subsidy. That's what I was talking
about before about having a
competitively neutral universal
service fund. If you're going to do

Th,e.,l:llnternet,,:

was

designed to be an

mediury .:and
''
i Janll,.i6*r. lii,,,.ii ; '..,
U -16,,b€'',,,,sUbj,eit:::,t6,&
lot of government.
anarrhic,r
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something, make sure that not only
the incumbent but the competitor
and the alternate technology also
have the ability to get that same
subsidy. I don't believe that laying
on financial obligations for somebody just because they're already
out there is appropriate.

One of the things we have
indicated at the Texas PUC is that,
for broadband deployment, we
may want to make the traditional
phone company an agent for a
nonaffiliated company that provides broadband. In other words, if
the only way you can get broadband out in the rural part of Texas
is through satellite, but the local
telephone company does not offer
satellite, then perhaps you can put

the obligation on the telco to have
a business or partnering arrange-

ment with somebody else. Think
about what the customer might
want. This setup is a little different
from a financial obligation: I would
make that slight distinction. Companies won't be thrilled about it,
but they can comply without
putting themselves at a financial
disadvantage. And if there's a
subsidy out there for any of this
stuff, that subsidy is available to
anybody, not just to the incumbent.

ACUTA: What are your views on
a telecommunications consumer
bill of rights and protection of
consumers, simplification of
billing statements, etc.?
Wood: Billing, again, is my lost
battle. It's one thing to give
someone some rights; it's another
to actually implement them. Saying
that you've got a right to a clear
and intelligible billis one thing, but
actually translating that to something that can work is a whole
other kettle of fish. That's where,
certainly in concept, you're going
to have a telephone customer bill
of rights, but make it something
that's actually meaningful and
actionable and not just some broad
principle.

ACUTA: At A & M we're acutely
aware of this. We see the billing
aspect from both sides. In my
case, as a telecom director, not
only am I the recipient of a large
number of bills from various
telephone companies every
month, but we also have a very
complex internal billing system

that, in turn, re-bills my end
users, my departments. So we
take what we learn from our
providers and try not to do the
same thing to our customers
that, unfortunately, is being done
to us. But then again, too, in the
case of the university, like a lot
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of other institutions, they have
created the organizations that
have the expertise to be able to
read those bills where most of

them really don't.
Wood: That's a good point. Every
different local customer has
different needs with regard to what
some of these rights actually mean.

ACUTA: Overall, what do you
see as the role of government in

the process of training future
generations in the appropriate
use of technology and assuring
an adequate supply of talent to
sustain our high-tech industry?
Wood: I learned a lot about
computer programming in high
school and at Texas A & M. Of
course, we had punch cards back
in the '80s. Once you have a
mindset to figure that sort of thing
out, you can pretty much figure out
the next software package. DOS
wasn't a household word back in
the '80s. You have to make sure
that our educational institutions
teach those basic skills and general
technological issues.
I think even a liberal arts major
ought to be required to meet basic
requirements. As an engineer I was
required to take English and
history. I think liberal arts majors
ought to be required to take basic
engineering and technology just so
they have a basic understanding of

technology-not how a prism splits
light but just basic principles of
sound and light. What's a laser?
What's fiber-optic? What are the
basic things that drive the communications industry? How does a

telephone call actually happen?
Everybody needs to have some
level of understanding because it's
such a big part of our culturemuch more than our parents',
certainly, but even a bigger part
than when I was in school.
Certainly through our public
educational institutions the govern-
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ment has an obligation to familiarize students with technology, as
your question implies. The only
way to reach anyone is through the
parent or a teacher. An educator is
second to a parent as Iar as
stimulating interest. You can't force
them to learn, but you've got to
make it interesting enough for them
to want to learn for themselves.
ACUTA: What are your views on
the short- and long-term implications of deregulation in the
telecommunication industry
based on the last 25 years'
experiences? How do these
experiences apply to other
industries, such as energy?
Wood: When I give a speech on
deregulation and competition, I
always go back to my timeline
comparison. In 1984 Reagan was
still in his first term. We had the
Olympics in Los Angeles, and a
country called the Soviet Union
(remember them?) boycotted those
Olympics. Bruce Jenner won those
Olympics, and there was just
beginning to be competition in the
phone industry.
That competition was, "Do you
want your rotary-dial black phone
hanging on the wall or sitting on
your desk? Or do you want a fancy
new Princess phone to set in your
daughter's bedroom?" And that
was competition. But at the time
the courts created the long distance/local bifurcation, they also
did a quiet but important thing:
They deregulated the phone
equipment. From the phone jack in
the wall outward became something that was no longer owned by
AT&T It could be rented from
them or bought at Radio Shack
and used in the same jack. When I
look at what has happened since
that time, just 17 years ago, and all
the types of innovaton that have
happened with the Internet and
faxes and wireless phones, I think,
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you know, that would not have
happened if AT&T still had that
rotary phone regulated from the
phone jack out.
So to me the whole drive toward
deregulation is to get government
out of the way so that the entrepreneurs and the venture capitalists
and the creative ideas that come out
of somebody's head can enter the
marketplace and win or lose based
on how good that product is. That's
been hue since time began, and it's
clearly true in the telephone industry
today. I think the same thing will
happen in the energy sector as well.
Yes, you do it for price. Yes, you do
it for better customer service. But at
the end of the day the main reason
you do it is because you're unleashing technology to see what it can do.

ACUTA: What are the hot issues
on the horizon for the regulators
under the new administration?
Wood: The hottest issue is sitting on
our hands so that some of the things
in my last answer can happen.

ACUTA: It's one of those things
where if you've done your job, you
sort of put yourself out of business.
Wood: Yes, I was hired by Governor
Bush six years ago to put myself out
of a job. Quite frankly, we're still
going to have a big role in maintaining the electric infrastuuchrre because
it's not being deregulated. And we
will also monitor the marketplace as
antitrust cop, anti-hust policeman.
That's a real different role than
we've had to play before. We've got
to be smart on the technology,
we've got to understand it as it's
unwinding and happening, and
that's a role that certainly you folks
in higher education can help withkeeping us smart in what we do and
making sure we understand the
trends and direction of technology.
So we've got to sit on our hands,
but we've got to keep our eyes,
ears, and minds open. Listen

attentively, watch closely, and think
very carefully about current trends
so that if the government does
need to get involved, it can do so
in a thoughtful way but in the least
intrusive way possible. If there is a
need to involve ourselves on the
Internet and security issue, we will
have people who understand what
the implications are rather than just
rushing in.

That's like what we did on
slamming. We had mild experience
in Texas with slamming before we
had any statutory authority. So
when we went in and asked for
authority on slamming, we knew
prettyr much what we needed, and
we asked for it and we got it and it
worked out just fine. Such a
focused approach to government
involvement hasn't forced us to
basically be in the position of
reregulating the whole industry,
which would, I think, have worked
to its detriment.
ACUTA: With the announcement
of the American-TWA buyout

and others, there's a lot of talk
about the airline industry being
down to just three airlines which
handle some 80 percent of the
market. We've seen a trend
toward mergers and acquisitions
in the telephone industry as well.
Will that have a long-term
negative impact?

Wood: I hope it does settle down.
My bogey is that there be five
equal players. Our state legislature
set that number as our mandate on
the elechicity market here in Texas.
That's 20 percenl market share
each. That's not a bad standard for
these other industries.
In long-distance telephony, we
had the big three long-distance
companies for a long time. That
didn't create the big pricing
pressure that even a fourth provider provided. A {ourth provider
(Southwestern Bell) came into the
Texas market, and it certainly kind
of shook things up and dropped
prices.

We don't want to end up like
the railroads. We're down in Texas
to two big railroads. Re-monopolization is not super for the customer, and that's what we actually
hied to get away from when we
went to deregulation. Competition
first, then deregulation. Let's make
sure that what we're putting in is
better than what we had.

ACUTA: Any other comments for
ACUTA members?
Wood: Having seen the potential
when bright, smart people in the
academic world contribute to the
broader debate, I don't know that
we have played enough toward
that relationship. I had that conversation with chief technology officer

Farber over at the FCC when I was
in Washington, and it really
impressed upon me how important
it was to make sure that the smart
people in the industry are interacting with regulators on a daily basis.

The more I interact with the
leading, cutting-edge

whether they're from industry or
the academic world or even from
our own staff-the better I can do
my job, and that's always going to
be important for regulators,
whether it's in this world or in the
future. If we don't stay abreast,
we're fighting yesterday's battle,
and that wastes a lot of people's
time and money.
ACUTA: From our end, the

universities cherish that kind of
role, too, because we want to do
anything we can to help in the
legislative and regulatory process, such as providing background information. We like to
feel that we are folks you can
look to who don't have a fixed
agenda in terms of products to
sell. We typically use any type of
technology that networks well,
so we have nothing to sell, which
makes us a little less biased than
most of the others.
Wood: Right, and that's hard to
find.
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Mlddleware:
Core Network Services

by John Roman, PhD
Washington Universip at St. Louis

Over the last 10 years the
network has become an indispensable component of the infrastructure of universities, corporations,
and other enterprises. Its initial
growth was largely due to elechonic mail and the World Wide
Web, and these are obviously
important functions today; but the
network still has unrealized possibilities. New applications are
constantly being developed which
have the potential not only to add
value and provide a competitive
advantage, but also to quickly
become critical to the success of an
enterprise. A partial list of these
applications includes Web portals,
privacy-enhanced e-mail, streaming video, e-commerce, and digital
libraries.
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These applications have several
features in common:

o

First, they require identification
and authentication. The applications need to determine the user's
identity and classify him or her. Is
this a student? Prospective student?
Faculty? Staff? Alumnus? Friend?

.

Second, the applications require
authorization; they must be able to
determine if the user has the

authority to perform a particular
operation (for example, view a
particular Web page).

. Finally, they require privacy and
security for such actions as sending
e-mail, searching a library, or
making a purchase.
Traditionally, these features have
been provided on a per-application
basis. Each new application must
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create and maintain a database
with the names of people authorized to use the application and
their privileges. Privacy and
security, if considered, are done in
a stand-alone fashion. Because the

applications are unrelated, the
wheel must be reinvented every
[me, limiting innovation and the
value of the network.

Middleware is the name for the
set of core services and data that

provide identification, authorization, and privacy. Middleware
provides the critical layer of the
enterprise IT infrastructure between the network and application
levels. It allows the core data and
services to move from their
multiple instances into a coordinated institutional offering. As
Kenneth Klingenstein points out,

"This central provision of services
eases application development,
increases robustness, assists data

management, and provides overall
operating efficiencies. "l

Core Middleware Services
Middleware provides the core
services that allow applications to
use network services. Middleware
provides identit'ication, the set of
codes that uniquely identify a
subject; authentication, the process
o{ a subject electronically establishing that it is, in fact, associated with
a particular identity; and authoizafion, those permissions that drive
transaction handling, administrative
applications, and automation of
business processes.

o

Identification

An identifier is generally a
character shing that maps a realworld object to a set of computerized data. Objects can be almost
anything about which one would
want to store and retrieve information, such as persons. organizations, computer applications, online
services, and network components.
Identification is critical, as each
object has a number of different
identifiers. A person may have
both a username identifier and a
user ID identifier, for example.
Identifiers differ from names in that
unique identifiers are designed to
be just that-unique identifiers.
However, just as names are not
unique and may change, so
identifiers may be unique at any
given moment but not be unique
over time.

o

Authentication

Authentication is the process of
electronically verifying the legitimacy of an idenflfier. The haditional approach of a username and
clear-text password per application
is far too insecure and inflexible for

the varieg of ways that clients must
authenticate to servers. Middleware
can provide modern alternatives
which are scalable and standardsbased.

r

Authorization

"An important subset of the
information about a real-world
subject is what it is permitted to
do," Klingenstein suggests. Authorization can include determining
access to particular Web pages, the
ability to view a streaming video,
and permission to place purchase
orders at a specified level on an
institutional account.

A number of important issues
still have to be resolved, such as
storage and transport of privileges.
As the concept of middleware
becomes more widely accepted,
rules will be more clearly defined.
Middleware Components
Middleware is implemented
using two main components,
directories and public key int'rostructure (PKl).

o

Directories

It is clear that there needs to be
a central repository to hold information and data associated with
objects and identities. This repository, called a directory, is accessed
by people and applications for a
number of purposes, including

retrieving information, customizing
generic environments to individual
preferences, and rouflng mail and
documents. Many universities have
an online white pages service to
look up faculty, staff, and students.
A middleware directory, in the
sense used here, would provide
much more information and have
grealer utility to the universit5r.
Directories are best implemented using the lightweight
directory access protocol (LDAP)

optimized for the demands of a
directory. For example, a directory
has many more read requests than
writes and must respond to high
rates of queries. A number of
commercial implementations
provide the features and scalability
required by an enterprise directory
service, including those from
iPlanet (the alliance between Sun
Microsystems and Netscape), IBM,
Microsoft, and Novell.

Furthermore, an enterprise may
have more than one directory. It
may be appropriate to create a
metadirectory at the root, which
contains some core information
with pointers to other distributed
directories for other bits of information. In this way the directory
structure can reflect the nature and
needs of the organization.

.

Public Key Infrastructure

Modern encryption uses the
technique known as public keys. A
user can generate a public key and
a private key, which are related
mathematically such that anything
encrypted by one can be decrypted
by the other. Security is then
provided by something familiar (a
password or passphrase) and
something the user has (a private
key on his or her machine or smart
card). This provides the functions
of authentication (only that individual could have generated that
message at that time), integrity (the
message cannot have changed in
transit), privacy (no one else can
read that message), and nonrepudiation (the individual cannot
deny that he or she generated that
message).

How can you be sure that a
given key is associated with an
individualidentity? This is the
function of a certificate. A certifi-

and a backend database that is
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cate is a public key that has been

digitally signed by a recognized
authority attesting that the owner
of the key is who he says he is. It
is a tiny, coded file with identifying
information about an individual or
institution.

The software, protocols, and
legal agreements that are necessary
to effectively use certificates
combine to form a public key
infrastructure. PKI has several
components:
manages and signs certificates for
an institution.

2. Registration authorities, operating under the auspices of the
certificate authority that validate
users as having been issued
certificates.

3. PKI management tools, including software to manage revocations, validations, and renewals.
4. Trust models that extend the
realm of secure communications
beyond the original certificate

authority.
5. Policies that identify how an
institution manages certificates,
including legal liabilities and
limitations, standards on content
of certificates, and actual campus
practices.

6. A directory to locate and store
certificates.

One compelling reason that
digital certificates are important for
libraries and campuses is the
national movement to use digital
certificates for authentication and
authorization for secure interactions
over the network. Digital certificates provide a single method of
authentication and access conhol
for all internal, academic, and
adminishative applications. Digital
certificates also provide a single

nCUfR3ou

consists of a set of robust, online
services that support a broad set of

outside of their campus collections.

tent with institutional structures.

PKI has been developing more
slowly than directories. There are
much larger issues related to
organizations, legal issues, and
politics.

Middleware can be both
distributed and central2ed, depending on the organization and its
needs. It is interoperable across
communifles of interest. An
institution can interoperate with
other universities as well as with
commercial organizations. It is
scalable: Middleware will grow and

Where to Start?

How does an institution get

1. A certificate authority (CA) that

30

method of authentication and
access control for remote faculty
and staff and for remote applications, such as access to databases
and electronic copies of journals

rnaf

started? First, do some research. A
number of organizations and
institutions are leading the way with
middleware. For example, Internet2 and CNI have been working
in this area for several years.
lnlernet2 has created a program
called Early Adopters in which a
number of institutions are pioneering in implementing middleware.
Check lhe relercnces below for
more information.
Second, identify stakeholderspeople within your own organiza-

tion or institution who would
benefit from this. As a group, these
people can start to identify sources
and flows of data, determine who
owns the data, and identify
potential applications and their

instihrtional applications. It has welldefined technology standards with
established interfaces. It is consis-

evolve as the needs grow.

Middleware is something you,
as a technology leader, should

investigate for its potential for your
campus.

John Roman

WashinEon Uniuersity ot Sf. Louis.
He can be reached at jn@wustl.edu.
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Klingenstein, Kenneth, Middlewore:
The Second Layer of IT lnt'rastructure:
http //www. educause. edu/irfl ibraryi
html/cem9942.html
:

Additional Resources:

.

resources for hardware and
software but would allow you to
start understanding the issues
required to develop an enterprise

middleware service.
Conclusions
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Sample certificate: http://
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Middleware is a core component of the infrastructure and
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Internet2: http://www.intemet2.edul
middleware/

. Adams, Carlisle and Steve Lloyd,

needs.

Third, consider a pilot project
for "proof of concept." A possible
project would be to set up an
LDAP directory to perform functions of the white pages services.
This would require relatively few
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Network Technology Seruices ot
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Under the shade of a large oak tree, in the parklike setting
that so much defines the character of Southern Miss, a
graphic arts student intently studies the Web site of the
Louvre Museum in Paris on her laptop computer. She selects
the last item to be included in the paper she is completing for
her art history class. Finishing the project-seated on a
blanket on the lawn instead of at a carrel in the library-she
quickly attaches the document to an e-mail message and
sends it off to her instructor. Seconds later, she points her
browser to www.planes-n-hains.com to check on her spring
break tickets to Daytona.

EagleAir-named for the Southern Miss Golden Eagles, of
course-brings the promise of ubiquitous computing to the
whole campus community. At the end of the year 2000,
some 30 buildings have been fully equipped with wireless
network technology and 70 more will be added by the end of
the spring semester. The common spaces between buildings
will also be blanketed with wireless network access.
The Motivation to Go Wireless

by Scott Montgomery
Universip of Southern Mississippi
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In addition to making mobile computing a reality, the
wireless network will also save the Universityr more than $9
million in wiring costs. These savings have allowed the
campus to achieve advances in technology that would have
taken many years using conventional methods. Although
wireless is not a substitute for wired connections in all cases, it
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is a very effective and flexible option for the majority
of users whose needs center on basic Internet

connections for e-mail, research, and entertainment.
The substantial savings come from the fact that, in
the conventional wiring process, cable must be
manually installed in each wall of each room of a

building where network connections are required.
This is both labor- and material-intensive. With the
wireless approach, access points are strategically
placed in ceiling spaces so that complete signal
coverage is provided. The access points provide the
wireless connections for properly equipped computers anywhere within or near the building. On
average, the cost of using wireless is about 15
percent of the cost of hard wiring.
While this technology is still relatively new, it is
rapidly being implemented in businesses, institutions,
and even homes. Industry statistics indicate that use
of wireless technology is increasing {aster than
network use in general. The reasons for this rapid
growth become clear the minute you actually begin
to experience the advantages yourself. Even for
desktop users, the freedom to place the computer
anywhere without regard to the network jack is a
definite plus. For laptop and other mobile users, the
ability to obtain network access anywhere on the
campus will allow much more effeclle use of their

Figure 1: New wireless net"vork

including our new wireless network components.
(See Figure 1.)
As the planning for this progressed, it became
apparent that while the backbone implementation
was necessary and could be accomplished, the

wiring of buildings was going to be very difficult to
afford. As luck would have it, at about this time, the

computers.
Increased productivity is, in fact, one of the most
significant benefits of going wireless. Messages can
be composed and sent on the spot. Questions can be
researched and answered when they arise.

Planning
While these advantages and others yet to be
discovered are a good thing, getting there is not a
simple task. At Southern Miss, the wireless project
grew out of ongoing efforts to get pervasive network
improvements implemented on a campus that was
largely unconnected. The initial project called for
implementation o{ a new campus network backbone
and rewiring of many buildings.
The implementation of the new backbone was a
project unto itself and included the placement of
fiber-optic cable reaching to most buildings on the
campus. The core of this backbone consists of three
asynchronous transfer mode (ATM) network switches
operating at OC-12 (622 Mbps). From this highspeed core, OC-3 (155 Mbps) connections fan out to
the various buildings where switches provide the
connection to the in-building network infrastructure,
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closets, installation of equipment, installation of

commercial release of products using the industry
standard for wireless technology (IEEE 802.11b)
occurred, providing 11 Mbps connectivity.

conduits and wiring, placement of access points,
integration with the legacy network, and testing. All of
this work had to be done in a coordinated way while
maintaining services on the legacy network.

Our planning group at Southern Miss redirected
its focus to studying the feasibility of using this
technology as an alternative to hard-wired connections in at least some buildings. The research was
done, and a pilot building was equipped with the

Implementation

wireless technology to begin testing. While these
tentative first steps were encouraging, they also
taught us that there was considerable work required
on the planning and implementation side that was

not required with haditional hard wiring.
Establishing a wireless network is not just a
matter of putting enough
access points in a building;
many factors affect the range
and strength of the wireless
signals. The technology
operates within a range of
radio frequencies. Each access
point can be set to operate on
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one of several specific frequencies within this range and uses

Procurement of services and equipment required
considerable work. This included preparing specifications and an RFP, selecting equipment types and
vendors, managing receiving, and staging the equipment. We found that writing highly detailed specifications, especially for the provision of implementation
services, was crucial in the vendor selection process.
We had completed a full
campuswide survey of existing
physical plant, including all
installed cabling, conduits, wiring
closets, and in-building facilities.
We then extended this documentation to include the required
modifications and additions. This
work specified placement of all
new {acilities, designs for wiring
closets, and routing for all new

a smaller range centered on

that specific frequency. If two
access points operating on the
same frequency are placed too
close together, they can
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defeat the network operation.
So careful testing is required.
rFFr;14&rfr$
Frequency selection and
Figure 2.
placement of the access points
must be balanced to give overlapping coverage to
expected numbers of users (about 30 per access
point) without causing interference between access
points.
These lessons in hand, we expanded our testing
to a few other buildings and began the process of
planning for general deployment. All of our planning
for outside network plant remained entirely valid.
Inside the buildings, though, both the equipment in
the closets and the conduit and wiring installations
had to change dramatically.

Our deployment plan included services by the
University's physical plant department, our department (Office of Technology Resources), and thirdparty contractors. Project activities included logical
and physical network design, design of wiring
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conduits. We also stipulated all
materials and certifications
required. These details allowed a
fair and level comparison of the
RFP respondents for this work.
Further, upon completion of the
work, these detailed materials
facilitated verification that contractors had met specifications in all
cases.

Avaya Communications (formerly Lucent Technologies) won the contract for provision of the wireless
equipment for our project. Their access point (Avaya
model AP-1000) and related equipment, along with

their willingness to partner with us in supporting our
deployment, made them the best alternative in our
case.

An important aspect of the project revolved around
controlling access to the network. After considerable
head scratching, we determined that the best way
would be to use dynamic host configuration protocol
(DHCP) and Radius authentication. When a student,
faculty, or staff member wants to obtain an access
account for the wireless network, he must first register
the media access control (MAC) address of his wireless
network interface card (NIC) through our help desk.

to more rapid growth of the user base. A promotional effort aimed at both awareness and education
of the various user communities would have garnered internal interest and acceptance of the
technology more quickly.

His status as student or employee is verified and tied
to the MAC address for later authentication. Then,
each time he attempts to access the network, his
MAC address is authenticated before a session can
be started.

A frequent question about wireless networking
has to do with the security of the radio transmissions
between computers and access points. To protect
against electronic eavesdropping, there is an optional
encryption capability available in the wireless
technology to provide the needed security at this
level. We chose to employ the 128-bit RC-4 encryption option, which provides the greatest level of
security. A 64-bit WEP encryption option is also

Another concern has been the cost of the wireless
NICs for students. Equal to the cost of a couple of
textbooks ($170-$200, depending on computer
configuration), the cost represents "just one more
extra expense" to students. We are currently exploring options to allow these costs to be charged to the
students'general accounts. This spreads the cost
over a semester and bundles it with books and other

available at a slightly reduced cost per wireless NIC.

Our user base is expanding now, and many are
reporting very positive experiences using the
network that is becoming available. This project
promises to make Southern Miss one of the most
"unwired" campuses in the country.

school supplies.

In order to establish a user-based revenue stream
to support ongoing maintenance of the network,
students are currently charged a monthly fee (or
neh,r",ork access services.

Scott Montgomery is director of technologg int'rastructure
at the Uniuersity of Southern Mississippi in Hattiesburg.
Reach Scott at scott. montgomery@usm. edu.

Conclusions and Lessons
As we view our project presently, we are satisfied
with its progress. The time from inception to rollout
was less than six months. We are bringing new
buildings online almost daily now, and a high
percentage of the work is being done by our own
staff. The technology is stable and performs well in
nearly all areas. Administration and maintenance
overhead has remained within the levels anticipated.
Feedback from our user base has been very positive,
although that base is not yet very large.

Still, there are a few things that we know we
could have done better. We have not put adequate
resources into either the end-user support, marketing and public relations, or customer service areas.
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As technologists, we sometimes pay inadequate
attention to the human factors of our projects. In the
case of the wireless network deployment, these
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factors are very important and must be given
adequate consideration up front. For example, our
field service technicians did not previously provide
any computer support for students. But with the
wireless network going into the residence halls, it has
become apparent that unless we can provide direct
assistance to students in getting their wireless cards
installed in their computers and getting them online,
we won't get the student buy-in that is so critical to
our success. We are having better success now as we
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Also, attention to preparing our user community
for the changes earlier in the project would have led
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implement these extended support services.
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Communications Design Corporation
A number of entities such as the National Fire
Protection Association (NFPA), the National Fire
Protection Research Foundation (NFPRF), and
others make fire safety their business. From time to
time these groups mandate new standards as
technology improves and our knowledge increases.
Get ready-it's time to take a look at the fire
safety standards on your campus again!
If adopted, proposed changes to the2002
National Electrical Code (NEC) will effect some
major changes in how colleges and universities
manage their communications cabling infrastructure
In addition, recent research into the
fire safety performance o{

While bandwidth-the information-carrying
capability of the cable-will continue to be a major
factor in cable selection, the cabling plant must,
above all, be safe. Those responsible for the cabling
infrastructure in institutions of higher learning know
that fire safet5r performance cannot be compromised.
Students, staff, property, and sensitive and expensive
electronic equipment must be protected from the
ravages of even a small building or residence fire.
And that's what proposed changes, likely to be
adopted by the NEC in May 2001, are designed to
address.

The Hazard
Reducing the fire hazard from building facilities is
a combination of sound engineering design and a
variety of active and passive systems working
together to protect people, properQ, and equipment.

communications cables
means new, safer LAN
cables may be
increasingly speci-

Unfortunately, deaths due to fires in nonresidential buildings have been trending up in the past few
years. The 136,000 nonresidentialfires, 170

fied in critical
applications.

deaths, and $2.3 billion in losses reported by the
NFPA in 1.998 are unacceptably high by any
standard. (See Table 1.)
Clearly, all fires are dangerous, but those
that originate in or spread to the plenum space
above the ceiling or below a raised floor are of
special concern to facility and cabling professionals
and firefighters alike. Because of the high-volume
airflow in these horizontal open spaces, fires can
spread with alarming speed and inhoduce copious
amounts of smoke and combustion products into the

36

RCUfR3ourna(of febcommunications

in Higher Education . Spring 200'l

Table 1: Non-residential Fire Statistics
Direct Dollar Loss

Year

Fires

Deaths

1989
990

174,500
157,000

220
285

1991

162,500

190

1992

165,000

175

1993

15'l ,500

155

1

994

151,500

125

1

995

148,000

290-

1996

150,500

140

1997

145,500

120

1998

136,000

170

1

lnjuries

3,275
3,425
3,125
2,725
3,950
3,100
2,600
2,57s
2,600
2,250

in Millions
$4,326
$2,868
$3,097
$3,342
$2,703
$2,636
$3,257
$2,971

$2,502
$2,326

*

Reflects 1 66 civilian deaths that occuned in the explosion and fire at the
federal office building in Oklahoma City on April 19, 1995. Source: National
F ire P rotection

Associatio n.

ventilation system. Return air plenums can present an
especially hazardous fire environment, as has been
hagically demonstrated in several building fires.
The NFPA has no records on the number of nonresidential fires that involve plenum spaces and cable,
but they do occur. The report on the 7975 hre in
New York's World Trade Center (issued by the New
York Board of Fire Underwriters Bureau of Fire
Prevention and Public Safep) sums up the hazard:
"Cables passing from one closet to another closet on
the same floor pass through the plenum above the
hung ceiling. The exposed cable is combustible and
constitutes a hazard because fire will be drawn into
the plenum and the insulation will intensify the fire at
this point. "

Although today's code-compliant cables are an
improvement over what was used in 7975, we can
do better.
Safer Cable Options Ahead
Cables listed and labeled as CMP (communications plenum) are acceptable for installation without
metal conduit in plenum areas according to the NEC,
which is adopted by most jurisdictions in the United
States. Underlying the NEC is NFPA 90A, Standard
for Air Conditioning and Ventilation Systems. This
powerful standard recognizes the potential hazard
associated with plenum spaces and requires that all
materials exposed to air flow shall be "noncombustible" or "limited combustible," as measured by the
NFPA 259 fire load test, and have a maximum
smoke developed index of 50, as measured by the
NFPA 255 Steiner Tunnel test. CMP-listed cables,
however, do not comply with either of these primary

requirements. Instead, they have been allowed in
NFPA 90A, under a lesser exception adopted in
1975, if they meet the less stringent smoke requirements of the NFPA 262 Stelner Tunnel cable test.
How much less stringent was not known until now.
(See NFPA Standard 90A on page 38.)

Although CMP cable designs have reduced the
firehazard, they have been with us for more than 20
years. New cable designs offer superior protection.
Major research conducted on the fire safety
performance of horizontal communication cables
has been made public. The result new, safer LAN
plenum cable designs from leading cable manufacturers that provide new options for colleges and
universities that have special concerns and want an
extra margin of fire safety.
The new breed of cables meet all of the primary
requirements of NFPA 90A and are identified as
CMP - 50 limited combustible (LC ). Underwriters
Laboratories (UL) and Engineering Tesflng Laboratories (ETL) now provide a listing service for these
cables. Based on proposed code changes, both
combustible CMP and limited-combustible CMP-50
cables may be recognized for plenum applications in
lhe 2OO2 NEC, along with other possible code
revisions that may require the removal of abandoned cable in plenum spaces.
What makes CMP-50 limited-combustible cables
so appealing? Very low flame spread and extremely
low smoke, according to new findings published this
June by the National Fire Protection Research
Foundation (NFPRF).

New Research
As a result of concerns of fireload buildup and
smoke production resulting from concentration of
cables in plenums ..., the NFPRF report provides

new data on a varie$ of plenum-approved cables.
The 16-member Technical Advisory Committee,
consisting of material and cable manufacturers and
fire science consultants, sponsored the project and
tested cables for flame spread, smoke generation,
and potential heat.

Under the NFPA 90A exception, only the NFPA
262 Steiner Tirnnel cable test is used to measure
flame spread and smoke generation of communication cables. In this test, cables are placed on trays
and exposed to flame in the tunnel. Cables qualify
for plenum installation without conduit (i.e., listed as
CMP) if they demonstrate a madmum flame spread
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distance of 5 feet, peak optical density due to smoke
of 0.5 or less, and an average optical density due to
smoke of 0. 15 or less.

test data is available from the NFPRF, Quincy,

The NFPRF study expanded testing beyond
NFPA 262 to determine how cables and materials
perform under the primary requirements and test
protocols of NFPA 90A. Using the NFPA 255
Steiner Tunnel test and the NFPA 259 testfor
potential heat, more information was revealed on
the burning behavior of cables and the fire load of
cable insulation and jacketing materials. The fire
load, or potential heat, of a material is the heat
produced by a sample when burned under conditions used to classify a material as noncombustible
or limited combustible. NFPA 259 produces complete combustion of materials and measures the heat
produced in the process. In effect, potential heat
measures the extent to which a product may
contribute to the speed and size of a real fire-that
is, how fast does it burn and how big does it get?

especially those which contain PE (polyethylene)
insulation on one wire pair and which are jacketed
with LSFR PVC (low-smoke, flame-retarded polyvinyl chloride), the CMP-50 limited-combustible cable
designs demonstrated less flame spread (zero in some

Tests were conducted at

UL and Intertek Testing
Services/ETl Semko, well-recognized independent
test laboratories. A detailed interim report presenting

Massachusetts.

Compared to typical, combustible CMP cables,

test series).

Even more startling was that the typical combustible CMP design described above generated about
20 times more smoke than allowed by the primary
requirements of NFPA 90A (See Figure 2) and had
over 2.5 times higher fire load compared to the CMP50 limited-combustible cable. These results aren't
surprising since PE can be considered a solid fuel
with almost as much potential heat as gasoline.
As a base polymer, both PE and LSFR PVC
would be considered "combustible" by NFPA
standards. In other words, they are fuels.
Despite these dramatic differences, it should be
noted that the typical combustible CMP cables tested
in the NFPRF study meet the current requirements of

NFPA Standard 90A-1999
NFPA Standard 90A-1999 requires materials used in the construction o{ wire and cable for location in plenums
to meet the following:
..

2-3.1A:2 Ceiling Cavity Plenum- The space

2-3.10.6 Ceiling Cavity Plenum. The space

between the top of the finished ceiling and the
underside of the floor or roof above shall be permitted to be used to supply air to the oecupied area, or
return or exhaust air from or return and exhaust air
from the occupied area, provided that the following
conditions are met:

between the top of the finished floor and the underside of a raised floor shall be p€rmitted to be used to
supply air to the occupi€d area, or return or exhaust
air from orrreturn and exhaust air from the occupied
area, provided that the following conditions are met:

(a) All materials exposed to the airflow shall be
noncombustible or limited combustible and have
maximum smoke developed index of 50.
Exception No. 1: The following materials shallbe
permitted in the ceiling cavity plenum where
listed as having a maximum peak optical density
of 0.5 or [ess, an average optical density of 0. 15
or less, and a maximum flame spread distance of
5 ft. (1.5 m) or less when tested in aceordance
with the specified test method:

(a)

Electrical wires and cables and optical liber

cables-NFPA262, Standard Method of Test for
Flame Travel and Smoke of Wires and Cables for
Use in Air-Handling Spaces.
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(a)

Al[ materials exposed to the airflow shall be
noncombustible or limited combustible and have
maximum smoke developed lndex of 50.
Exception No. 1: The following materials,shall
be permitted in the ceiling cavity plenum where
listed as having a maximum peak optical density
of 0.5 or less, an average optical density of 0. 15
or less, and a maximu- flu*n spread iistance of
5 tt. {1.5 rn} or less when tested in accordance
with the specified test method:

(a) Electrical wires and cables and optcal ffber
cables-NFPA262, Standard Method of Test for
Flame Tiavel and Smoke of,Wiresland Cables
for Use in Air-Handling,Spaces.

U)

According to a paper presented by Lucent Technologies, a leading manufacturer of communications
cable, new CMP-50 limited-combustible cable
presented the lowest current leakage and no damage
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Figure 2: Plenum yype cables tested to NFPA 90A primary
"limited-combustible" requirements at UL.

NFPA 90A and the NEC, which means they are fully
code compliant for plenum applications. Unlike
combustible CMP cables, CMP-50 limited-combustible cable designs typically use fluorinated ethylene
propylene (FEP) for both the electrical insulation ond
the cable jacket (illustrated on page 36). 1FEP,
commonly known by the DuPont trademark Teflon,
has outstanding fire performance and would be
considered a "limited-combustible" material by the
NFPA. CMP-50 limited-combustible cables are fully

compliant with the original intent of NFPA 90A,
which was to allow only low-fireJoad, low-smoke
products in plenum spaces.
Although the combustible CMP cable designs
tested by the NFPRF are likely to remain acceptable
for plenum applications without conduit, what's new
is that facility personnel have another option representing the best available technology to provide extra
building safety. For example, those responsible for
public buildings, hospitals and healthcare facilities,
universityr buildings, and buildings containing
mission-critical computer operations and sensitive
switches and equipment may find CMP-50limitedcombustible cables most useful for protection and
peace of mind.

Damage from Smoke Can Be Extensive
When it comes to sensitive elechonic equipment,
we have a better understanding today of the effects
of smoke, which are much worse than previously
suspected. Recent studies show that very small
amounts of smoke containing fine conductive carbon
particles result in current leakage and irreversible
damage to digital electronic equipment. This is
believed to be one of the major reasons why the
AT&T central office fire in Hinsdale, Illinois, several
years ago caused so much damage to equipment.

r,,,,

Adding to fire hazard concerns is the sheer
amount of cables accumulating in plenum areas. It
seems that some type of cabling or recabling project
is always underway, due largely to MACs-moves,
adds, and changes. The result is layer upon layer of
cables in plenum spaces, including generations of
abandoned cables, cables that are no longer in use.
Removing a few ceiling tiles for a glimpse at cable
density can be appalling, to say the least. The
concern is fire load. Every 1,000 feetol4-pair UTP
LAN plenum cable installed puts approximately 11
pounds of plastic material for insulation and jacketing
in the plenum area. As mentioned above, certain
plastic materials used in combustible CMP and other
older cable designs can contribute to high fire load.
Buildings typically use tens of thousands of cable
feet, but many use hundreds of thousands. A little
math will quickly show how much potential fuel may
be "up there," hence the concern over which
materials are limited combustible and which are
combustible. Limited-combustible materials can have
up to 400 percent less fire load. Furthermore, to
reduce the buildup of fire load, the NFPA is also
considering code proposals mandating the removal of

abandoned cables from plenum areas.
What does it all mean? In the next six months
expect new codes to be written which provide safer
LAN plenum cables. New CMP-50limited-combustible cable for improved fire safety has already been
announced by two leading manufacturers. Also
expect to remove all abandoned cable from horizontal areas and even risers. The language of the
proposed new NEC code is intentionally nonspecific
as to precisely when and under what conditions
abandoned cable must be removed. Your local
inspector or jurisdiction will have authority to guide

you on when removal is mandated. What is clear is
the intent Abandoned cable must come out to
reduce fuel load.
Frank Pen is president of Communicotions Design Corporation. A member of ACUTA since 7997, he has more thon
20 years of experience seruing college and uniuersity
compuses.
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lP Telephony at
Michigan Tech
by Kevin Johnson
Mitel Corporation

When Michigan Technological
University faced an explosion in
demand for network services, their
first instinct was to review the
existing voice and data infrastructure to determine if the existing
network could be extended to
support both voice and video
haffic. The challenge was to find
an architecture that was both
flexible and scalable enough to
enable growth and to support new
network applications. The

degrees in engineering or science.
These demographics meant
Michigan Tech needed to excel at
the technological solution in order
to attract forward-thinking students.
Michigan Tech has nationally
ranked undergraduate programs in
civil, environmental, mechanical,
and materials engineering, and all
of the academic programs make
extensive use of computing and
educational technology.

The IT department at Michigan
Tech supports students, facultgr,

and staff in various endeavors,
providing telecommunications and
network services, videoconferencing and video programming,
maintaining student labs, facilitating
test scoring, and providing hardware maintenance. Dr. James
Cross leads the IT department and
has responsibility for both the
telecommunications and the data
networks on campus. This makes
the department one of the newly
emerging converged IT organiza-

UniversitSl's information technol-

ogy professionals partnered with

Mitel Corporation to provide a
solution that met and exceeded the
expectations of students and staff.

About Michigan Tech
With a total enrollment of more
than 6,300, Michigan Tech graduates a majority of students with
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tions responsible for centrally
managing and delivering voice,
data, and video services to their
users.

Dr. Cross observes that one of
the key challenges his department
faces is delivery and auditing of the
different voice and data network
services. The telecommunications
services department provides a
variep of network-based services
and facilities for the entire campus

community, including local and
long-distance telephone service,
voice mail, network access, dial-in
access, cellular phone service, and
pager services. The department
also operates a cable TV system for
the University's residential housing.
According to Dr. Cross, lhere are
currently 6,000 devices on the
University's data network, and it's
growing at the rate of approximately two devices per day.
All faculty and professional and
administrative staff of Michigan
Tech have network access through
their offices and labs, while students are guaranteed access to
computers with spreadsheet and
graphing capability, e-mail, and
printing facilities. Most academic
departments support student
computer facilities with a wide
variety of software for communication, academic coursework, and
research. The University supports
ResNet, a residence hall network in
all residences and apartment
complexes for the approximately
2,300 students living in University
housing. This link enables students
to connect anytime to academic
labs and servers-and expensive
technical software-as well as to
the Internet.
Michigan Tech is four years into
a five-year project to upgrade the
wiring in all the residence halls to
Category 5 or Category 6 UTP
cabling for data network service. To
complete the system, lhere are
links to remote campus sites
(wireless and ISDN), dial-in access

points, and two T3 connections to
the Internet and Internet2 via
MichNet, Michigan Tech's regional
network provider.
The IT department at Michigan
Tech recognlzed lhe need for a
voice solution that would leverage
a significant investment in their
high-speed backbone and data

The IP architecture is based on
a switched IP core with an embedded TDM bus that provides native
support for legacy TDM switches
and devices without the need to
employ multiple external gateways
and conversion boxes that would
add cost and complexity to the

network. In an effort to contain
costs, acquire more conhol, and
provide simpler centralized management, the IT department
committed to migrating from the
existing Centrex network to a fully
converged voice/data solution in
stages over the next three years. In
1998 they chose a distributed PBX
solution from Mitel Corporation to
provide voice services to the
student residence halls. It was
important to the technology team
that migraflon paths to an IP-based
platform protect their current voice
investments. As their voice infrastructure evolves, the IT staf{ will
be able to capitalize on the current
investment in equipment, training,
and infrashucture and avoid the
cost and frustration of learning a
brand new voice system in the

voice infrastructure.

About the Installation
The first step in the Michigan
Tech installation involved connecting the IP platform and 20 IP

future.

Toward IP Telephony
In early 2000 Michigan Tech
took the first steps toward IP
telephony, beginning with a trial of
enterprise VolP technology in the
IT department. The Mitel Ipera
2000 solution provided an opportunity to pilot VolP technology in a
small adjunct implementation by
allowing both users and support
staff to get comfortable with the
technology and build expertise in
voice over the LAN while minimizing risk and maximizing use of
existing products and knowledge.

lournafof

subnet.

The second step was designed
to test the system's ability to work
across two IP subnets connected
by a bridge/router. This test was
important because even small
enterprises use subnets to control
unnecessary network broadcasts,
improve performance, and provide
easier management. To test the

With this migration, the IT
department can easily track IP
phones in the same manner that it
tracks PCs and other intelligent
network devices. Through the use
of an integrated directory
(Netscape Directory Server), the IT
department can add any new
service, including phone and
network connections, using a single
application. This makes it easier to
track services, and it reduces the
time it takes to add a new user.

ACI)T A

phones to a dedicated 10/100
Ethernet switch. The switch was, in
turn, connected to the AfM
backbone through a 100-Mbps
connection from a bridge/router. In
order to use the IP platform in a
workgroup adjunct mode, the
device was connected via an
MSDN link to the existing SX-2000
NT server. The successful execution of this task demonstrated that
an IP platform and IP phones can
olfer excellent audio quality when
connected to a single dedicated IP

cross-subnet installation, the IT
staff connected 16 IP phones and
Ipera 2000 to a dedicated 10/100
Ethernet switch. In order to prevent
unwanted network broadcasts, the

IT department implemented virtual
LANs (VLANs), which provide the
capabilip to break a single LAN
into segments and eliminate
unnecessary chatter between
network devices. With a VLAN,
traffic only leaves the virtual
segment if it is destined for a
remote IP or MAC address.
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This test was also successful,
and the users were able to complete calls to the phones located on
the second subnet, calls to the
digital phones on the legacy PBX,
and outside calls to the PSTN.
There was no degradation in voice
qualip, which is comparable to
traditional voice solutions.

The third step involved locating
IP phones on a completely different
IP LAN segment connected via the
ATM backbone to test the
product's ability to work across a
large enterprise while providing the
same call features and toll quality.
To perform this test, two of the
initial 20 IP phones were connected to a 10/100 Ethernet switch
located on a remote bridge/router
connected to the AfM backbone.
The remaining 18 IP phones and
Ipera device were left on the
original LAN segment. This test
was also successful and is indicative
of how the IP platform will eventually be deployed throughout the
campus and other sites.
After successfully installing the
IP phones across different subnets
and VLANs, the Michigan Tech IT
staff is moving on to the task of
using Mitel OPS Manager to cluster
IP with the legacy systems to
provide centralized management.
Once the clustering is complete, a
single administrator will be able to
perform moves, adds, and changes
on alldigitaland IP phones
wherever they are located on the
Michigan Tech campus.

Future Plans
With the successful implementation of an IP solution, Michigan
Tech anticipates the ability to
enable desktop videoconferencing
and real-time data acquisition to
easily tailor voice applications and
to implement voice-to-text alphanumeric paging and voice-activated
network management.
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In addition to installing IP
phones, the UniversiQ has plans to
add more capabilities to the
converged network in the future,
specifically in developin g lnternet2
Advanced Network Services. One
of the most exciting expectations of
lnlernet2 and IP telephony initiatives at Michigan Tech is the ability
to enable new applications that will
extend the capabilities of the IP
voice desktop to enable it to talk to
any IP device and become a realtime portal to network-based
services. This opens the network to
the possibility of applications such
as speech recognition, WAP/\iVML,
and PDA integration.

Business Case for IP Telephony
Throughout the Campus
Network efficiencies are a key
driver behind Michigan Tech's
move to converge its voice and
data networks. Deployment of an
IP solution is not expected to have
a significant impact on the number
and type of existing staff supporting
the network, even as voice is
routed across the network. Instead,
Tech anticipates that the move to
IP will reduce staff workloads,
particularly when MACs are
necessary. This will enable IT staff
to focus on higher-level roles.
Likewise, the ability to include
voice-related user data, such as
telephone and extension information, into the globalLDAP directory
server will cut by almost half the
time required to add new people
and telephones to the system.
According to Dr. Cross, IP telephony will decrease the cost and
complexity of providing telecommunications services, increase
service levels and technology
integration, and leverage network
Quality of Service support for both
IP telephony and Internet2 applications.
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In terms o{ voice quality, the IT
staff at Michigan Tech is very
satisfied with using an IP platform
and IP phones. Through the use of
VLANs, they are able to achieve
the same voice quality they
received using their Centrex service
and legacy PBX. The IT department was also pleased that the
ease of use was comparable to
digital equivalents because this
simplifies the training process.

The IT department benefited
from reliability provided by the call
control, which used a system it is
already familiar with. This, in
combination with a full PBX feature
set and ease of integration within
the existing network, common
dialing plans, common centralized
management, and feature transparency, provides Michigan Tech with
an IP solution that leverages its
data backbone while delivering the
functionality and benefits of a
traditional high-performance voice
communications solution.

With the migration to IP
telephony, Michigan Tech has
ensured that a framework will be in
place for future growth and
development. In adapting its
network, Michigan Tech wanted to
build expertise in new converged
voice/data technologies to deliver
efficiencies and new capabilities for
its users, while also providing high
levels of service and features. With
this successful progression, Michigan Tech has taken substantial
steps in maintaining its standards of

high-quality engineering and
innovative service offerings.
Keuin Johnson, director of product

morketing at Mitel, has 79 yeors'
expenence in the telecommunications
industry. He is respected os a speaker
by the uoice and dato industries in
North America.

V

lnstitutionaf

E xceffence in

lefecommunications
+[onora6[e Mention
Two schools, Binghamton University and Florida State Universityr, were recognized at
ACUTA's Annual Conference in July 2000 as winners of honorable mentions for the
InstitutionalExcellence in Telecommunications Award. Both schools are to be
commended for their fine efforts, details of which are provided below.

daily basis. Almost overnight our tasks and planning
Binghamton University is a full-service provider of
voice, video, wireless, and Web-enabled services to
more than 15,000 customers. The entire platform is
owned and maintained by the campus and is fully
complemented with staffing in technical operations,
information systems, the business office, and the call
center.

Some of our defining processes and services are:
1. Creation of telecommunications mission and
vision statements
2. Creation of a world-class information call center

3. Implementation of technology services
a. I-81 Distance learning consortium
b. Interactive voice response
c. Web-based services
4. Creation of training program for users of communications services
5. Ongoing organizational and institutional services

processes became easier. This is a direct result of

understanding and operating by our principles at all
levels of the organization.

The Information Center
In the summer of 1998 we began a comprehensive review of several processes we oversee. One of
these is the campus operator service, which includes

switchboard and department no-answer or busy-callrevert duties. We noticed a steady increase in the
number of calls coming back to the switchboard after
reaching busy signals or departmental voicemail
services. These calls came mostly from our busiest
offices, such as financial aid and admissions. Using
our focus on customer service, we explored new
ways of handling these calls.
Our initial meetings included the offices mentioned above and our center for quality. We were
able to align ourselves with the values of the involved
offices and map out the necessary steps to satisfy our
callers. Our decision was to create a call center.

Everyone understands that before you can
construct a building you need a sound foundation
upon which to build. The same principle holds true
for running a successful telecommunications operation. Several years ago wewere faced with some
difficult demands and no eiiectle way to determine
priority. Then it hit us: Define a mission statement
creating a visual sense of what we do and supporting
statements of how we're going to do it.

By June 30, 1999, we had senior staff approval
to move on our plan. The response was strong in
favor of a call center, now named the Information
Center. Our ongoing operative is to provide basic
information and answers to frequently asked questions. This relieved the specialist in each area to
handle more personalized caller needs.

A dayJong retreat of the staff produced a working
document that serves as our guiding principle on a

Before implementing this solution, we needed
benchmarks and a goal in terms of service and
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producflvity measurement. We visited existing call
centers to gain a better insight into the effective
implementation of human and technology resources.
The information center, though smallin appearance,
is overwhelming in terms of creating and adding

value to the University.

Distance Learning
In the fall of 7995 we wereasked to propose a
distance-learning solution for I-81 corridor schools
(schools located near U.S. Interstate 81). Within a
matter of several weeks we had joined with other
campuses in the design of program and technical
support for a robust effort.

The first of its kind in New York, this program,
which uses H.320 videoconferencing technology,
became the benchmark for what other institutions are
doing in terms of distance learning. Westnet and the
SUNY United Colleges of Technology are just two
groups that have emerged as a result of the efforts set
forth by Binghamton.
Our campus and community share in the benefits
of having this technology available to them. Faculty
have been able to synchronously interact with diverse
resources all over the world. For example, a theater
class brought in a live Japanese Buhto performance
from Tokyo and through an interpreter learned of
cenhrries-old art from world-renowned performers.

IVR
Another new technology we deployed is interactive voice response (lVR). In 1996 we developed our
first application for the busy financial aid office to
report aid packages and status. The response was
overwhelming. Even though terminal access still
exists for the same purpose, we are finding that IVR
provides a critical component of the student services
portfolio. In our ongoing developments with other
campus offices, we are finding new ways to use IVR.
Thebuzz word of the day is Web. Beginning in
May 2000, student and convenience account holders
were able to post payments to their accounts online,
with real-time authorization and posting. With Web
payment capability, we can develop a new host of
services for our customers, including credit limits,
prepayment, and more.
Technology Training Center
Binghamton Universityr hires around 350 new
employees per year. We developed a training
program for new employees in order to educate
them as users of our communications services. The
campus Technology Tiaining Center (sponsored by
the Educational Communications Department) was
developed using some of our guidelines for training.

They offer at least 10 workshops per month on
everything from html development to PowerPoint.
Binghamton University Telecommunications is
positioned to travel the road of change with confidence and integrity. It will be a remarkable journey
for everyone, defining new traditions in learning and
operating, and we look forward to our trip.

Florida State University is indeed "wired" for
technology. Due to the creative and innovative
thinking of several departments-including the Office
of Telecommunications (OTC)-we have come out of
the dark ages of paper processing into the electronic
world of Web sites and online order processing.

A Process Problem
In the past, multipart order forms for OTC
products or services were ellher hand-delivered or
sent via campus mail to OTC. OTC would enter the
orders into a database that assigned sequential
numbers to each order. The order number would be
written on the order form, and a copy of the form
would be returned to the originating department.
This provided confirmation of OTC's receipt of the
order, as well as a reference number for follow-up.

Lost orders were a significant issue. Since OTC
was the last in a long line of delivery, orders often
failed to reach their final destination, and departments would not realize that the order had not
reached OTC for several days or even weeks.

A Paperless Solution
The OTC has developed an online Web order
application, the Telecommunications Services
Request (TSR), that provides University departments
with an automated method to submit orders for
products and services. The application provides
immediate confirmation of OTC's receipt of the
order. This automated process has, for many customers, replaced the cumbersome paper process.

Key goals and objecflves of this project were:
1. To reduce the number of lost orders sent through
campus mail or by fax
2. To streamline the process and reduce the time it
takes for orders to be placed in queue for processing
3. To provide customers with a simple and convenient method of submitting orders

4. To reduce the costs of processing in terms of time,
human intervention, and costs of multipart forms
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5, To reduce the number of errors in information on

manual data entry by OTC staff into the order

order forms by limiting the choices available for

tracking system.

certain data elements

In early 1998, OTC employees were well aware
of the shortcomings of the order process system
based on their own experiences as well as on
customer feedback. The seven-member team
(representing OTC's customer service, accounting/
billing, and Web development areas) developed a
more customer-friendly process which would
streamline internal procedures for OTC order
processing. In October 1998, the new system was
ready for testing. Select customers were advised of
this new option for placing orders and were trained
to use it. OTC then solicited feedback and evaluated
and modified the new online order system.

With the new online application, departments can
easily submit an order for all types of OTC products
and services using drop-down boxes, links to relevant OTC Web pages for information, and a few

other tools. Using the new system, a customer enters
the order and clicks submit. The order is sent via email to OTC where the order data is imported into
the order tracking system and is ready for processing.
Multipart forms have been completely eliminated.
The department representative receives not only a
confirmation of receipt immediately upon submitting
the order but also the Web order number, the OTC
consultant assigned to the order, and a brief description of OTC procedures for processing orders (e.g.,
expectations for follow-up calls, completion of order,
etc.). What's more, OTC receives the order and can
begin processing immediately.

The automatic upload of records will reduce
clerical data entryr time by approdmately 95 percent.
It is also expected to eliminate errors resulting from

Executive Director
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wireless services. However, some of the spectrum
being considered for reallocation is currenfly being
used by many campuses for instructional television
fixed service (ITFS), which is used for educational
programming and was recently authorized for twoway data transmission. Alternative spectrum being
considered is currenfly used by the Defense Department for undisclosed purposes. We anticipate that
many campuses and associations representing the
cellular industry and ITFS license holders will weigh

Obviously, OTC sought to reduce the time and
costs involved with processing orders and increase
customer satisfaction as a result. The first two
elements were easy to measure. OTC was able to
reduce its processing time from approximately three

weeks to a "guaranteed" 13-workday turnaroundbut 90 percent of orders are actually completed in
less than 10 workdays, 50 percent in less than five.

Probably the single most important result of this
project is that customers have experienced and
demonstrated a much-improved level of trust and
confidence in OTC, its processes, and its staff. The
automation of OTC's product and service orders is a
prime example of exemplary or best-practices
business processes. Not only has it saved the University dollars, it has resulted in more streamlined
processes; faster, more efficient services to customers; and better customer relations between OTC and
other University departments. The team continues to
evaluate and process feedback, from both internal
and external customers.
Saving time has not only opened the door for
OTC to investigate and introduce newer technologies, products, and services, but has also opened a
gateway through which OTC has and will continue to
develop new and better Web applications. A critical
part of OTC's mission is to deliver excellent customer
service, stable service offerings, and the continued
expansion of new and etsting technologies to the
Universitgr. The inhoduction of the online Web order
application has been the impetus for development of
other Web applications here on the Florida State
University campus.

V

in on this complex matter. A report was due from the
FCC on March 1 and will be available at the ACUTA
Web site.
At ACUTA's Winter Seminar in New Orleans,
attorney Jet{rey Linder reported that we might see a
complete turnover in membership at the FCC within
a year due to term expirations and resignations.
As always, ACUTA will continue to monitor and
inform our members on the shifting sands of telecommunications regulation and will act as an advocate on issues that we believe will have a significant
impact on higher education.
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Public Policy in a New Administration

also an advocate for law enforcement and national securitY issues,

cautioning the commission and
Congress to make the safetY of life
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strategic plan.
Some observers have sPeculated
that the commission under its new
chairman may not place as much
scrutiny on mergers of companies in
the telecom industry. Chairman
Powell has not, to my knowledge,
been particularly outsPoken on
higher-education-specifi c issues.

On January 23, the Bush
administration's education package
was sent to Capitol Hill ior introduction. In a section of the rePort
called "Enhancing Education
through Technology," the President
calls for several changes in the
e-rate program, which Provides
telecommunications discounts to
K-12 schools and public libraries.
The proposed changes include
combining lhe e-rate program with
other federal technologY grant
programs and providing the funds
to schools based on a formula
rather than the current cumbersome application program.
It is not yet clear what the effect
of the Bush proposal would be on
the rates currently paid by telecom
carriers and passed on to end users
(including colleges and universities)
to support the e-rate. In addition, it
is too soon to tell whether the
proposed modifications would
eliminate the corporate structure
put in place by the FCC to administer the program. These proposals
face review by the House Telecommunications Committee and other
committees prior to enactment.

As we go to press, two major
regulatory issues before the FCC
could have a far-reaching imPact
on colleges and universities. The
first is the competitive nehvorks
proceeding, in which the FCC is
considering whether to require
owners of multiple-tenant dwellings
to allow competing providers of
residential telecom services to enter
their premises. ACUTA and a
number of other higher education
associations have asked the FCC in
comments submitted JanuatY 22 to
exempt college student housing
from any such requiremeni.

The second major issue for our
members is the numbering resource optimization Proceeding,
which will affect the length of time
and terms under which institutions
may reserve telephone numbers for
future use. ACUTA plans to
comment on this matter Prior to
the deadline date of February 14' It
is not yet clear whether the change
in leadership at the FCC might
delay any decisions by the commission on these two matters.
A third issue that will have longrange implications for some
ACUTA members is the FCC's
inquiry into third generation
wireless, or 3G. 3G is being
implemented in other countries but
has not been introduced yet in the
United States. The federal government has launched an effort to
study how advance wireless
broadband services can be introduced in this country, and theY are
searching for spectrum to use for
this purpose.
3G will provide opPortunities
for campuses to make broader use
of more-reliable, higher-bandwidth
continued on poge 46
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